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KubernetesttES 3RS

Kubernetes & Docker work
together to build & run
containerized applications
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kind: Service
apiVersion: vl
metadata:

name: my-service
spec:

selector:

app: MyApp
ports:

- protocol: TCP

service5endpoint

( Pod: my-pod-1 |

. 10123 )

( Pod: my-pod-2 )

L 10.1.45 |

( Pod: my-pod-3 |
(app=MyApp)

10138 )

(app=MyApp) [+

(app=MyApp) [+

Endpoints: my-service
Addresses:

10.1.2.3,10.1.4.5
Port: 9376

m https://www.nginx.org.cn

iptables:
10.10.10.1 ->

10.1.2.3 (50%)
10.1.4.5 (50%)




apiversion: networking.k8s.io/v1
kind: Ingress
metadata:
name: name-virtual-host-ingress
spec:
rules:
- host: foo.bar.com
http:
paths:
- pathType: Prefix
path: “/"
backend:
service:
name: servicel
port:
number: 8@
- host: bar.foo.com
http:
paths:
- pathType: Prefix
path: "/"
backend:
service:
name: service2
port:
number: 8@

LULLI O/ L

Ingress

cluster

/_'H

Host: foo.bar.com—»

. Ingress-managed _
w1715 EEEEREEEF T TTTTTsTx P ERLELY L d Ingress, 178.91.123.132
load balancer

/_'H

Host: bar. foo.com—e
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ETCD#IERE

Ingress
Endpoint
Service
Secret
ConfigMap
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A distributed and reliable KVStore service for the most critical data Two quorums
of a distributed system must have a common node.
Follower Leader Follower f

Boltdb S Boltdb - . Boltdb quorum = (n + 1)/2
‘Wal | Snapshot Wal Snapshot ~ ... One faulty node is tolerable

.................................................. in a three-node cluster

Raft Consensus Algorithm ;

Two faulty nodes are tolerable

gRPC Server | gRPC Server [Fanel S in a five-node cluster
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Kubernetes’ high-level component architecture

Master etcd (key-value DB, SSOT) |

4

Scheduler

Controller Manager |
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nginx.confifiR

- K8SEH
« https://github.com/kubernetes/ingress-
nginx/blob/master/rootfs/etc/nginx/template/nginx.tmpl

* NginxB &

« https://github.com/nginxinc/kubernetes-
ingress/blob/master/internal/configs/versionl/nginx.tmpl

« https://github.com/nginxinc/kubernetes-
|ngress/blob/master/lntemaI/confl,qs/ver5|onl/n,<z|nx ingress.tmpl
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https://github.com/kubernetes/ingress-nginx/blob/master/rootfs/etc/nginx/template/nginx.tmpl
https://github.com/nginxinc/kubernetes-ingress/blob/master/internal/configs/version1/nginx.tmpl
https://github.com/nginxinc/kubernetes-ingress/blob/master/internal/configs/version1/nginx.ingress.tmpl
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MNginx-Ingress
syncQueue
L -
ERRTEL AR IEA FIE E TS - . EEEETH
B Client B EE, ERHEFLSHE T = AT nginx -s reload
S HIEmE SR, SRS FRAAFEE MRS il
(Informer £235)
* updateChannel —I _ v _ ¢
™ s g, R ( |
Store N0\ NginxController QEpstiicue i s e—
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‘ Client ‘ app Pod A app Pod B
)
— ] \ O
Nginx Ingress Controller [ Nai DNAT Service, )
ginx Endpoint
(Leader or Non-leader) ”I F}U'”
nfo
[ /app Balancer o
Kube API [ client-go ] Ingress Certificate . T 2
Server = —> Sync . . Certificate *E E
Store 110246/configuration/ Configuration 35
[backends, servers] _ =
kubelet T I;I::If:zf —>| Healthz 10246/ Batch Monitor E E
healthz Lua y x &
E W
. : HTTP Stub
10254/ Metric | ]
Prometheus |4 metrics < collector . Status Module — |
L
foroc | ((Temp/prometneus: |24 etingin/ || setcnginutempiace |
(procfs) nginx.socket ginx ginxtmp
L Nginx Ingress Controller PDdJ

() [Port][URL] = App Packet =2 Nginx Config =2 Nginx Metric =2 Nginx Health Check
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Latency by Percentile Distribution (30,000 RPS)
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. . 4 * Listener: HTTP ——  Listener: HTTPS

Application Load Balancer 2

Ingress

Controller .- f
| resources ]
Flule:f' .:' 5 Rule: I;lrn-du-:ts Rule: /faccounts
TargetGroup: | TargetGroup: | TargetGroup: w
; ServiceA ServiceB ServiceC .-~
| (mode instance) {mode instance) (mode IP) 3 o
MP: A - NP: B NF: A —NF: B MP: A —NP: B
! Kubernetes '/d h\' '/ ‘\' '/d ‘\'
| Cluster
| FodA PodA PodA
v PodB PodB PodB
Update status _
! AP| Server alb-ingress- PodC |« »  PodC
; > controller
: Waitch changes
L , EENER A T Node \_  Node \_  Node J

' o r P
. - v ) -.I .,
P
Y e e e e e | b e e e e e e e e e e -
L Cl
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Kubernetesi&iflii¥
-

gRPC

Master (F#2Tim)

/“HT’TP/PB‘ﬁ \ v/"HT‘I’P/PB\

kube-scheduler kube-apiserver kube-controller-manager

HTTP/JSON \
K T HT’TP/PB\

kubectl Node (TLfFTR) \ Node (L{EFim) \
— kube-proxy kubelet kubelet
] 1\ — ] ] Vi
= A , i
Pod Pod Pod Pod

container | container container container
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REST APIl: Method

2021/5/27

i 4

User

GET

POST

PUT

DELETE

/books Get list of books
/books Create a new book
/books Update an existing book

/books:id Delete an existing book by its ID

m https://www.nginx.org.cn



[apis/<group>/<version>/<resource>/<subresource>

Ingress

Endpoint
Service
Secret

ConfigMap

2021/5/27

Group (&JE4H)

"

Kubernetes Resources

Version (ZRRRZA)

[

Resource/SubResource
(BR/IFHER)

Kind (BEfhE)

m https://www.nginx.org.cn

(KubernetesHE&R)
Custom Resources
(BEXAIR)
/ External Version
(FMEPEIR)
1 Internal Version
Verbs (ZTRIRIES %) (EBEIR)
- create
- delete
- deletecollection
- get
- list
- patch
- update
- watch




HTTP + TLS + Protobuf/Json/Yaml

2021/5/27

Protocols

secured by SSL

Application
Layer

Layer

Network

A
r L
f N
SSL SSL Change
Handshake | Cipher Spec SPSrttg’czl“ HTTP L::P
Protocol Protocol SMTP
e Y, efc...
r N
SSL Record Layer
\ J
e S i e opams s sasag:
TCP
B e e e
IP
\
Network Access
-
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Connection

Stream 1
H TT P2 Request message
HEADERS frame (stream 1)
2541 :method: GET
. :path: /index.html
f E\ ] version: HTTP/2.0 <
« S HEHIX :scheme: https
user-agent: Chrome/26.0.1410.65
Response message
HEADERS frame (stream 1) DATA frame (stream 1)
status: 200
:version: HTTP/2.0
- server: nginx/1.0.11 ... response payload... [
vary: Accept-Encoding
Stream N .
————— {1
0+




APl Server

+ SAIE
« BasicAuth. ClientCA.
TokenAuth. BootstrapToken.
RequestHeader.
WebhookTokenAuth.
Anonymous. OIDC.
ServiceAccountAuth

. RN
« AlwaysAllow. AlwaysDeny.

ABAC. Webhook. RBAC.
Node

« ENIE IS

2021/5/27 m h —
( Application’s data (encrypted) H Application’s data (encrypted) ) Y

SSL Client

Client Hello
| want 1o establish secure connection. | support
<this> version of SSL and <these> ciphers

SSL Server

o

<€ Ok, | initially accept request. | have chosen <this>

Server Hello

version of SSL and <this> cipher suite

~\

=

Server's Certificate (optional)

)

~
<

Server Key Exchange (optional)

& Here is my public key (if | don't have cerificate) y

-

A

.

Client Certificate Request (optional)

| want to authenticate you. Send me
your certificate signed by <this> CA

~

Client’s Certificate (optional)

N

Server Hello Done

}:—(

Client Key Exchange

| am sending you more parameters.
| will encrypt them by your public key.

—

( Certificate Verify (optional)
| will sign some information by using private key
that corresponds to my ceriificate. Thus, you can
L be sure that | am the owner of the certificate

( Change Cipher Spec

The next message from me will be encrypted
- J

N

( Client Finished (encrypted)

£

Change Cipher Spec
The next message from me will be encrypted

)

4

Server Finished (encrypted)

)

Time
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Protoc & Plugin



message Person{

enum/Sex Type
MALEQ;
FEMALE=1;

}
Sex Type sex=3

}

J

\

("name": "John", "id": 1234, "sex": "FEMALE"}
~
3t aX [RIQ RSB
0 Varint int 32, int 64, uint 32, uint64, sint32, sint 64, bool, enum
1 64-bit fixed 64, s fixed 64, double
2 Length-delimited string, bytes, embedded messages, packed repeated fields
3 Start group groups(deprecated)
\ 4 End group groups(deprecated)
\i ~32-bit fixed 32, s fixed 32, float

00001

F—1I

010 00000100 01001010 01101111
|

L e

REAFT

01101000 01101110 00010 000

11010010 00001001 00011 000 00000001
|

| | |
30 LV_J_;EEO

SB210 SB3I0
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Without Swagger

Web Client

With Swaagger
Web Client

Presentation Layer / Ul

Presentation Layer / Ul

Application Logic

Application Logic

API Service Layer

Swagger Client Library

HTTP Client

(auto generated)

4
S

Application Server

1

Node / Express 4 Node / Express 4
Routing middleware
middleware Rowicg gov;iﬂ‘g:;t
Authentication Authentication
Validation Validation

Route Handing / API Business Logic

Route Handing / API| Business Logic

Persistence

Persistence

3rd party module

Swagger module or generated code Application code




Swagger
OpenAPl

 Editor
* https://editor.swagger.io/

Ul
* https://petstore.swagger.io/

« Codegen

* https://github.com/swagger-
api/swagger-codegen

2021/5/27 m ht

Swagger Editor

l

Swagger Annotation

|

T

swagger.json
swagger.yaml

|

[

Sweagger Ul

l

Swagger Codegen




client-go

« https://github.com/kubernetes/client-go

ClientSet DynamicClient DiscoveryClient
RESTClient
kubeconfig

2021/5/27 m https://www.nginx.org.cn



$HOME/.kube/confight B {4

List

e clusters
e Server >
e users
* Name I %,
e contexts
\s)

2021/5/27 m https://www.nginx.org.cn




client-go
1) List & Watch

2) Add Object

. Kubernetes server-side

Delta Fifo
gueue

3) Pop Object
4) Add Object

Res Event Handlers :
reference
%46) Dispatch Event Handler functions

: (Send Object toiCustom Controller)

Informe Indexer W

reference reference

9) Get Object for Key

8) GetKey | process.
item

- A

7) Enqueue
Object Workqueue

Key

2021/52CUStOM
Controller




Goroutine: >=8KB

Logical
CPU1
OS
Scheduler
Logical
CPU2

—

2021/5/27

Global Run Queue

G7T —» G8 —» G9 —» G10 —>
Go Scheduler
——
Local Run Queue
0S —t>» | Gt —» G2 —» G3 —>
Thread |
Local Run Queue
P —
0s ) ‘ ‘ ‘
‘Thread—> G4d —» G5 —>» G6 —»

m https://www.nginx.org.cn




Goroutinei@ifl: Channel

Create the channel with buffer ( bucket )—\

messages := (chan string,1)
«—1. Send message to channel___ messages Lo “Ding”
— MSQg = <—MesSages

2.Receive message

-’

‘ 3. pass to variable

fmt.Printin(msqg)

2021/5/27 m https://www.nginx.org.cn



client-go informer[RIE

Informer WorkQueue Control Loop

Kubernetes | . D, (B afi e
API Server i :.1._'. DL XV | .;;.f p»” ¥

""i_'.il:, ¥

Delta FIFO

Queue

w3

\V L M

Indexer S diff(object1,
| actual)

Local Store
{key: value}




K8SE 5 Ingress Controller3s

MNginx-Ingress
syncQueue
L -
ERRTEL AR IEA FIE E TS - . EEEETH
B Client B EE, ERHEFLSHE T = AT nginx -s reload
S HIEmE SR, SRS FRAAFEE MRS il
(Informer £235)
* updateChannel —I _ v _ ¢
™ s g, R ( |
Store N0\ NginxController QEpstiicue i s e—
£/ Yo < EEREre cad&"“*—a—'_i‘ .
- —EAEFSHEN | | pEmEFEE _ ) T B Lua Server %32 EHER
(Hh#2) (E32) | (BH=) | ~ |
L A \‘u;__._:.--"// I\*-- _-f'! ‘ F 9 g POST
| .
= i / 7 T n—d— ag 'II
2% Bl 5EY ingres/=ervice FAELE rgine RFHELER | Ll Nginx SRR IEITHY |

{ Lua Server I."

!
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‘ Client ‘ app Pod A app Pod B
)
— ] \ O
Nginx Ingress Controller [ Nai DNAT Service, )
ginx Endpoint
(Leader or Non-leader) ”I F}U'”
nfo
[ /app Balancer o
Kube API [ client-go ] Ingress Certificate . T 2
Server = —> Sync . . Certificate *E E
Store 110246/configuration/ Configuration 35
[backends, servers] _ =
kubelet T I;I::If:zf —>| Healthz 10246/ Batch Monitor E E
healthz Lua y x &
E W
. : HTTP Stub
10254/ Metric | ]
Prometheus |4 metrics < collector . Status Module — |
L
foroc | ((Temp/prometneus: |24 etingin/ || setcnginutempiace |
(procfs) nginx.socket ginx ginxtmp
L Nginx Ingress Controller PDdJ

() [Port][URL] = App Packet =2 Nginx Config =2 Nginx Metric =2 Nginx Health Check

2021/5/27 m https://www.nginx.org.cn
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Initialization Phase

Order of Lua Nginx Module Directives

init_by_lua®

Y

init_worker_by lua*

ssl_certificate_by_lua*

Yes
"—{ Secure request?

Mo

Rewrite/Access Phase

A4

set_by lua*

rewrite_by_lua*

access_

by _lua*

o

Request start

content_by_lua*

4LL[ Content generated by ? ]M—ﬂr

Y

Other directive

Y

Content Phase

header_filter by lua* (=

balancer_by_lua®

Y

body_filter_by_lua*

Log Phase

W

Y

log_by _lua*

NUpPs.77wWwww.nginx.org.cn
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Ingress ControllerE5T Lt T {E?

- SAEINE/ 2GR
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nginx.conf.EAkElyam =Bt EH?

worker_processes 4
worker_cpu_affinity 0001 0010 0100 1000;

events { worker_connections 2048; }

http {
upstream backend { 10.244.1.3 weight=1; 10.244.0.9 weight=3; least_conn; }
server {
listen 80;
server_name www.taohui.pub;
subs_filter_types text/html text/css text/xml;
subs_filter st(\d*).taohui.tech $1.taohui.org.cn ir;
location /private/ { auth_request /auth; ... }
location = /auth { proxy_pass http://auth.tachui.tech; }
location /ajp{ ajp_pass backend; }
}
}
stream {
}


http://www.taohui.pub/

Ingress/ConfigMap/Annotations/Template

/etc/nginx/nginx.conf
http {

nginx.tmpl

ConfigMap nginx.tmpl

include /etc/nginx/conf.d/*.conf;

nginx.ingress.tmpl

)

/etc/nginx/conf.d/ nginx.mpl
ConfigMap

# ingress-1 # ingress-2 I T—" nginx.
upstream{...} upstream{...}

server{...} server{...} ingress.tmpl
Annotations

Ingress



ZEHLua--

*Order Ingress rules by CreationTimestamp field, i.e., old rules first.
«If the same path for the same host is defined in more than one Ingress, the oldest rule wins.
«If more than one Ingress contains a TLS section for the same host, the oldest rule wins.

«If multiple Ingresses define an annotation that affects the configuration of the Server block, the oldest rule wins.
N *Create a list of NGINX Servers (per hostname)
|ngreSS «Create a list of NGINX Upstreams
«If multiple Ingresses define different paths for the same host, the ingress controller will merge the definitions.
*Annotations are applied to all the paths in the Ingress.
Service
Endpoints

*Multiple Ingresses can define different annotations. These definitions are not shared between Ingresses.

ep change only

other changes

Secrets

1391SN|2 Ul 82IAJI3S 8Y3 JO 331

I *New Ingress Resource Created.
+TLS sgction is added to existing Ingress.

: Nginx config store In Config map «Change in Ingress gnnotations that impacts more than
Configmaps G e e e o e mm Em e o o o e e o o o Em Em mm Em e e e E— = just upstream configuration. For instance load-
—
|

balance anhotation does not require a reload.
. . . A path i added/removed from an Ingress.
Nﬂlnx confg read from Conflg_map *An Irfress, Service, Secret is removed.

_smsmssmsmmemem - s s s T T T T =8ome missing referenced object from the Ingress is
available, like a Service or Secret.

*A Secret is updated.
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HTTPiE KR ER TR PR 25451 B
openss| lua_nginx_module ssl_certificated_by_lua
rewrite ngx_http_opentracing_module enable-opentracing: "true”
preaccess ngx_http_limit_reg_module limit-rps “100"
ngx_http_limit_conn_module limit-connections “5”
access ngx_http_auth_digest._ module auth-type: “digest”
ngx_http_auth_basic_module auth-url: “url”
ngx_http_modsecurity_module | modsecurity
content nginx_ajp_module ajp_pass tomcats;
upstream | lua-upstream-nginx-module balance_by_lua
filter ngx_http_brotli_filter_module enable-brotli “true”
log nginx-influxdb-module enable-influxdb “true”

2021/5/27
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S HEIRIRERRY LN RIR

*Umque ID — {context}
A

‘*.

Edge service

f )
{context} {contex]
/ \ TRACE c
D
{context} / %ﬂﬂtﬂ xt} '
II ) | )
AN ___,/ . \_ __J’I | SPANS

2021



opentracing#lig
https://opentracing.io/

MY SERVICE

Context Context

Span . Span
Headers .

¥ TracelD

TracelD
» Handler > Client
inbound outbound
request instrumentation instrumentation request

————————— » Jaeger client library «--------

Send trace data to Jaeger
l (background thread)

2021/5/2


https://opentracing.io/

SHEIRIRERRYCINE . jaeger

4
Fem—==—==—====- 3
| Host or Container 1 : ul
] ! jaeger .
i 3' collector 4 7N RE)El
I Application RHp— »  Kafka | [ T
I I . atka | ingester
, | [ adaptive j . K / @sync | & indexer
] jaeger-client : sampling :
: . 1 T jaeger
|
: Spans 1 Control | | query
. |woP) lflow 1 |Push
g . ! ; Flink !
! Jaeger-agent : | streaming DB
| I
|

Control flow poll
(sampling, etc.)

202



BT opentracingi& LI S aEIR IR ER

* nginx-opentracingi&iR
e https://github.com/opentracing-contrib/nginx-opentracing
e https://github.com/opentracing/opentracing-cpp
« https://github.com/jaegertracing/jaeger-client-cpp
e https://github.com/rnburn/zipkin-cpp-opentracing
e https://github.com/DataDog/dd-opentracing-cpp

o C+tfE, E'Z%Jaéger, Zipkin, HehtStep, Datadog.

= A
HY

opentracing_load_tracer libjaegertracing_plugin.so jaeger-nginx-config.json
opentracing on;

opentracing_tag http_user_agent Shttp_user_agent;
opentracing_operation_name Suri;
opentracing_(_fastcgi/_grpc)_propagate_context/;
opentracing_trust_incoming_span

opentracing_location_operation_name

opentracing_trace_locatims

2021/5/27 https://www.nginx.org.cn


https://github.com/opentracing-contrib/nginx-opentracing
https://github.com/opentracing/opentracing-cpp
https://github.com/jaegertracing/jaeger-client-cpp
https://github.com/rnburn/zipkin-cpp-opentracing
https://github.com/DataDog/dd-opentracing-cpp

NginxiZIR ¥ F

HTTPiERALEERTEX | FRTER PR 25451 B
openss| lua_nginx_module ssl_certificated_by_lua
rewrite ngx_http_opentracing_module enable-opentracing: "true”
preaccess ngx_http_limit_req_module limit-rps “100"
ngx_http_limit_conn_module limit-connections “5”
access ngx_http_auth_digest._ module auth-type: “digest”
ngx_http_auth_basic_module auth-url: “url”
ngx_http_modsecurity_module | modsecurity
content nginx_ajp_module ajp_pass tomcats;
upstream lua-upstream-nginx-module balance_by_lua
filter ngx_http_brotli_filter_module enable-brotli “true”
log nginx-influxdb-module enable-influxdb “true”

2021/5/27
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PRIEPRIE(1)

» ngx_http_limit_req_modulet&1R
« http://nginx.org/en/docs/http/ngx_http_limit_req_module.html
« 18
« limit_req_zone key zone=name:size rate=rate [sync];
« nginx.ingress.kubernetes.io/limit-rps
« [imit-mps
* limit_req zone=name [burst=number] [nodelay | delay=number];
« limit-burst-multiplie
* limit_reqg_dry_runon | off;
* limit_req_log_levelinfo | notice | warn | error;
« limit_req_status code;

-
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PR 7 PRI (2)

 ngx_http_limit_conn_modulet&iR
« http://nginx.org/en/docs/http/ngx_http_limit_conn_module.html
35
e limit_conn zone number;
« nginx.ingress.kubernetes.io/limit-connections
* limit_conn_dry_runon | off;
* limit_conn_log_levelinfo | notice | warn | error;
e limit_conn_status code;
* limit_conn_zone key zone=name:size;
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PRIEPRIE (3)

» ngx_http_core_modulet&iR
« http://nginx.org/en/docs/http/ngx_http core_module.html
R
e limit_rate rate;
« nginx.ingress.kubernetes.io/limit-rate
 limit_rate_aftersize;
« nginx.ingress.kubernetes.io/limit-rate-after
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PRIEPRIE (4)

- EFLuakyGlobal Rate Limiting
« https://github.com/ElvinEfendi/lua-resty-global-throttle

- annotations{g<
« nginx.ingress.kubernetes.io/global-rate-limit
« global-rate-limit-window
« global-rate-limit-key
« global-rate-limit-ignored-cidrs
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NginxiZIR ¥ F

HTTPi5 KA ZEBfT ER TFRIrER PR 21 B
openss| lua_nginx_module ssl_certificated_by_lua
rewrite ngx_http_opentracing_module enable-opentracing: "true”
preaccess ngx_http_limit_reg_module limit-rps “100"
ngx_http_limit_conn_module limit-connections “5”
access ngx_http_auth_digest. module auth-type: “digest”
ngx_http_auth_basic_module auth-url: “url”
ngx_http_modsecurity_module | modsecurity
content nginx_ajp_module ajp_pass tomcats;
upstream | lua-upstream-nginx-module balance_by_lua
filter ngx_http_brotli_filter_module enable-brotli “true”
log nginx-influxdb-module enable-influxdb “true”
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igKiliEauth_digest

« RFC2617: https://datatracker.ietf.org/doc/html/rfc2617

» ngx_http_auth_digest_modulet&ik
« https://github.com/atomx/nginx-http-auth-digest
« B
* auth_digest [“realm string” | off]
* nginx.ingress.kubernetes.io/auth-type: “digest”
* auth-realm: "realm string"
e auth_digest_user file
* auth-secret-type: [auth-file|auth-map]
* auth-secret: secretName
e auth_digest_timeout
e auth_digest_expires
e auth_digest _drop time
e auth_digest_evasion_time
e auth_digest replays
e auth_digest _maxtries
e auth_digest_shm_size
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igKiAiEauth_basic

» ngx_http_auth_basic_modulet&R
« http://nginx.org/en/docs/http/ngx_http_auth_basic_module.html

. A
B~

« auth_basic [“realm string” | off]
* nginx.ingress.kubernetes.io/auth-type: “basic”
e auth-realm: "realm string"
 auth_basic_user_file
* auth-secret-type: [auth-file|auth-map]
e auth-secret: secretName
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igxRiAiEauth_request

* NgX_ http_auth_request_modulef&iR
http //nginx.org/en/docs/http/ngx_http_auth_request _module.html

« B
- auth_request uri | off,
. ngmx ingress. kubernetes. io/(global-)auth-url:
* (global-) auth-method
« (global-) auth-signin

43

url”

( -)

(global-) auth-signin-redirect-param

. (global -) auth-response-headers

* (global-) auth-proxy-set-headers

* (global-) auth-request-redirect

(global -) auth-cache-key

(global-) auth-cache-duration
(global-) auth-snippet

. auth_request_set Svariable value;

N


http://nginx.org/en/docs/http/ngx_http_auth_request_module.html

NginxiZIR ¥ F

HTTPiE RALEERT R
openss|
rewrite

pPreaccess

adCCesS

content

FRTER

upstream
filter

IR
lua_nginx_module
ngx_http_opentracing_module

ngx_http_limit_req_module
ngx_http_limit_conn_module

ngx_http_auth_digest_module
ngx_http_auth_basic_module
ngx_http_modsecurity_module

nginx_ajp_module
lua-upstream-nginx-module
ngx_http_brotli_filter_module

nginx-influxdb-module

N

B A
HY

ssl_certificated_by_lua
enable-opentracing: "true”

limit-rps “100”
limit-connections “5”

auth-type: “digest”
auth-url: “url”
modsecurity
ajp_pass tomcats;
balance_by_lua
enable-brotli “true”

enable-influxdb “true”



AJP: Apache Jserv Protocol

« backend-protocol: AJP

« HTTP/HTTPS

-

« GRPC/GRPCS
« FASTCG]

* nginx_ajp_moduletziR
« https://github.com/yaoweibin/n;

nx_ajp_module
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HTTPiE KR ER FBER PR 25451 B
openss| lua_nginx_module ssl_certificated_by_lua
rewrite ngx_http_opentracing_module enable-opentracing: "true”
preaccess ngx_http_limit_reg_module limit-rps “100"
ngx_http_limit_conn_module limit-connections “5”
access ngx_http_auth_digest._ module auth-type: “digest”
ngx_http_auth_basic_module auth-url: “url”
ngx_http_modsecurity_module | modsecurity
content nginx_ajp_module ajp_pass tomcats;
upstream | lua-upstream-nginx-module balance_by_lua
filter ngx_http_brotli_filter_module enable-brotli “true”
log nginx-influxdb-module enable-influxdb “true”
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Latency by Load Balancer

2000 -

SIFIEEE

e l[0oad-balance 1500 -
« round_robin

* eWmad

« Exponentially
Weighted Moving
Averages

« upstream-hash-by
 upstream-hash-by-
subset 500
 upstream-hash-by-
subset-size

Balancers
EWMA

—— Least Loaded
1000 - Round Robin

Latency (ms)

T e

2021/5/27 m 90 95 9798 99 99.9 _ 99.99 99.999
Percentile



G RTT

« affinity: cookie

- affinity-mode: balanced/persistent

« session-cookie-name

« session-cookie-path

« session-cookie-samesite

« session-cookie-conditional-samesite-none

* session-cookie-max-age

« session-cookie-expires

« session-cookie-change-on-failure: false/true

N



K8S Ingress Controlleryi KT iR

=) NginxE 75 ControllerFARhR B9z 514
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HTTPiE KR ER FBER PR 25451 B
openss| lua_nginx_module ssl_certificated_by_lua
rewrite ngx_http_opentracing_module enable-opentracing: "true”
preaccess ngx_http_limit_reg_module limit-rps “100"
ngx_http_limit_conn_module limit-connections “5”
access ngx_http_auth_digest._ module auth-type: “digest”
ngx_http_auth_basic_module auth-url: “url”
ngx_http_modsecurity_module | modsecurity
content nginx_ajp_module ajp_pass tomcats;
upstream | lua-upstream-nginx-module balance_by_lua
filter ngx_http_brotli_filter_module enable-brotli “true”
log nginx-influxdb-module enable-influxdb “true”
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brotliE4E 5 %

 http://www.icicelb.org/ellb/contents/2019/11/elb-10-11-02.pdf
« https://github.com/google/brotli

Brotli
(JAVA)
Moodle
(PHP) Compression
o Raw file Huffman Code > LZ77
/ '
Compressed
User \ Decompression file
N e Reconstruct Reading
Raw file € meta-block  [€ Header [
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LZ77TE&FH

Encoding of the string: output tuple: (offset, length, symbol)
abracadabrad
765|432+ output
alb|rialc| ada.. | (0,0,a)
alb|r|alc|a| dab.. | (0,0,b)
alb|clalclald| abr. | (0,0,
£blrlalclald|a|l bra “"(3,1,0)
abraca dla|b|r|ad | (2,1,d)
albl|r|alc|a|d|alb|r|ald (7,4,d)
..aclaldlalb|r|a|d
Search buffer Look-ahead 12 characters compressed into 6 tuples
buffer Compression rate: (12*8)/(6*(5+2+3))=96/60=1,6=60%.




brotlighiz==F

6 5 3
text/javascript" C€SS" 4 x-irlzon"
5 1 type of
i 2 type="image/
submit® ): 3 type="image/x-icon"
text/ image 4 type="submit"
5 type="text/css"
1 6 type="text/javascript"
X
Of _II
, \; _____________________
hash lookup
/ T
Bloom Hash Radix trie

filter table



ngx_brotlit&EiR

« https://github.com/google/ngx_brotli

Brotli vs Zopfli vs gzip Compression
comparing to gzip -6

Brotli -11 Bl Saving %

Broti -9 |
groti -5 |
Brotii -4 [
Zopfii-1000 [N
Zopfii-100 [N
Zopfii-15 [
gzip -9 I
gzip -6
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;@8 Annotation/Configmapis $HIIEIR

- ngx_http_substitutions_filter_moduleiZEiEiR
« https://github.com/yaoweibin/ngx_http_substitutions_filter_module



Nginx{RiRs4F

HTTPiE KR ER TR PR 25451 B
openss| lua_nginx_module ssl_certificated_by_lua
rewrite ngx_http_opentracing_module enable-opentracing: "true”
preaccess ngx_http_limit_reg_module limit-rps “100"
ngx_http_limit_conn_module limit-connections “5”
access ngx_http_auth_digest._ module auth-type: “digest”
ngx_http_auth_basic_module auth-url: “url”
ngx_http_modsecurity_module | modsecurity
content nginx_ajp_module ajp_pass tomcats;
upstream | lua-upstream-nginx-module balance_by_lua
filter ngx_http_brotli_filter_module enable-brotli “true”
log nginx-influxdb-module enable-influxdb “true”
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InfluxDBBI = EXIE FE

backend.java

myapp.py

otherapp.rb

2021/5/27

UDP HTTP
Telegraf
StatsD line
protocol

Telegraft aggregates
danag |'..:'-:'”"1[—"L:| me1trics
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nginx-influxdb-moduleZii\ _LIREE

Metric Type Description
method string The HTTP request method that has been given as a reply to the caller
status Nteger The HTTP status code of the reply from the server (refer to RFC

d /231 for more details)
bytes_sent integer The number of bytes sent to a client body + header
body_bytes_sent integer The number of bytes sent to a client only for body
header_bytes_sent |integer The number of bytes sent to a client for header and body
request_length iInteger Request length (including request line, header, and request body)
uri string The called uri (e.g: /index.html)
extension string The extension of the served file (e.g: js, html, php, png)
content_type string The content type of the response (e.g: text/html)
request_time string Request processing time in seconds with a milliseconds resolution

N


https://tools.ietf.org/html/rfc7231#section-6.1

influxdb_LRZX1E

« Annotation
* enable-influxdb
* influxdb-measurement  string
« influxdb-port string
* influxdb-host string
« influxdb-server-name string

. #ERnginx-influxdb-module
* https://github.com/influxdata/nginx-influxdb-module

. FES
* influxdb
* server_name
* host
e port
* measurement

e enabled
e influxdb_dynamic_fields



KS8SE I NginxFRiIAF B 7 HPLERIR?

* NginXE 77 BAIAKRLRIFIRIR % HC*;:[:;{
 nginx-influxdb-module
ngx_http_geoip2_module
nginx_ajp_module
ModSecurity-nginx
msgpack-c

ngx_devel_kit
set-misc-nginx-module
headers-more-nginx-module
nginx-http-auth-digest
ngx_http_substitutions_filter_module
nginx-opentracing
lua-nginx-module
stream-lua-nginx-module
lua-upstream-nginx-module
ngx_brotli



K8SE A NginxF /B 7T HPLEIEIR?

* Luaf®EiR

* |ua-resty-upload

« |ua-resty-string

* |lua-resty-balancer

* |ua-resty-core

« lua-cjson

* |ua-resty-cookie

* |lua-resty-lrucache

* |lua-resty-lock

* |lua-resty-dns

* |ua-resty-http
lua-resty-http
lua-resty-redis
lua-resty-ipmatcher
lua-resty-global-throttle



Nginx Controller

- kK8SEH
« https://github.com/kubernetes/ingress-nginx

* NginxB A
* https://github.com/nginxinc/kubernetes-ingress

« https://github.com/nginxinc/kubernetes-
ingress/blob/master/docs/nginx-ingress-controllers.md



HIESR

- K8S#tX'E Aingress controller
e /usr/bin/dumb-init
« /nginx-ingress-controller
« /usr/local/nginx/sbin/nginx -c /etc/nginx/nginx.conf
« NGINXE Aingress controller
e /nginx-ingress
e /usr/sbin/nginx




IngressClass

Deployed Ingress Controllers

Ingresses

* IngressClass m

« metadata
* Name: blOg Ingress Class =web

* Ingress

-8

* Spec m

« ingressClassName: blog
« Controller

Ingress Class = blog

« template &2
4
e Spec
e containers
e args

Ingress Class = store

* --ingress-class=blog y///

Ingress Class = support
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Ingress Class = web

Ingress Class = web

Ingress Class = blog

Ingress Class = store

Ingress Class = support



ZENginx Ingress

ﬁ'JLNglnx Controller
» Bl##namespace5iK=

tIEZAeHITEKS
Bl iEdefault serverfy%35H

BIEFERINginx.confiyConfigMap

Bl
BI##Nginx Controller POD

Bl Zingress-class

» ZENginx Controllerfzs

« Bl Ingress¥ i
- Host: 55 BACRTULED

- Path: giZoiE&rwsmlLlEd
. Backend

N



Tffl: RIENginxE B Ingress Controller

« https://github.com/resouer/kubernetes-ingress
« gl namespace5tkS

 kubectl apply -f common/ns-and-sa.yaml
- SIERBHNEKS

 kubectl apply -f rbac/rbac.yaml
- BlEdefault serverfiyZ$A

« kubectl apply -f common/default-server-secret.yaml

. BIE7ERInginx.confiConfigMap

« kubectl apply -f common/nginx-config.yaml
- BllEingress-class

 kubectl apply -f common/ingress-class.yaml

- Lldeploymentgz&EdaemonA L 8IENginx Controller POD

« kubectl apply -f deployment/nginx-ingress.yaml
 DOF/stub_status: kubectl port-forward nginx-pod 8080:8080 --namespace=nginx-ingress
« curl http://localhost:8080/stub_status

N



: k8s.nginx. org/vl

VirtualServers5 i
VirtualServerRoute

networking. k8s. io/vlbetal

cafe. e:{ample. COom

- k8s. nginx. org/vl

cafe—-secret

Ingress . VirtualServerRoute
. ' — . tea
cafe—ingress - coffee
o tea—svc
coffee—ns
: 80
= : coffee

cafe. example. com
D coffee—sve

— cafe. example. com

- 80
cafe—secret - latte
latte—sve o o
cafe. example. com - 80
espresso - tea
/ il - : /coffee
/tea : 80
: : coffee
4 f
tea—sve : /coffee/latte — - 7 "/decaf/. ¥\\. jpg$
80 :
/coffee : latte . coffee
: /coffee/espresso _ . = /green/tea

coffee—svc
80 : espresso - tea




networking. k8s. io/vlbetal

* nginx.org/location-snippets . Ingress
° ngi nXx.o r‘g/ server-sn i ppe-t S : cafe—ingress—with—snippets

location / {
return 302 /coffee;

T }
feoffes: : |

add header my—test—-header test-value;
Jfooffes |

— : cafe. example. com

my—test—header test-value;

proxy_pass http://default-cafe-ingress r
— . /tlea

ftea |
Tea—svce

80

.1
my—test—header test-value; /
i ' — : /coffee

proxy_pass http://default-cafe-ingress
coffee—svc

80

m https://www.nginx.org.cn




B E IR

kind: ConfigMap
apiVersion: vl
metadata:

name: nginx-config

namespace: nginx-ingress
data:

main-template: |

worker processes {{.WorkerProcesses}};

include /etc/nginx/conf.d/*.conf;

b

ingress-template: |
{{range $upstream := .Upstreams}}
upstream {{$upstream.Name}} {

{{if %upstream.LBMethod }}{{%upstream.LBMethod}};{{end}}

H{{end}}
virtualserver-template: |

{{ range $u := .Upstreams }}

upstream {{ %$u.Name }} {

{{ if ne fu.UpstreamZoneSize "@" }}zone {{ %$u.Name }} {{ $u.UpstreamZoneSize }};{{ end

2021/5/27 }
{{ end }}
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Custom Annotations

# This is the configuration for {{$. Ingress.Name}}/{{$. ~ess. Namespace} }

e = = & - L - i AN
{{if index $. Ingress. Annotations “custom. nginx. org/feature—a”}}
# Insert config for feature A if the annotation is set

{{end}}

[ = & - & E ” - o 277
1iwith $value := index §. Ingress. Annotations " custom. nginx. org/feature—b"}}
# Insert config for feature B if the annotation is set

# Print the value assigned to the annotation: {{$value}}

{{end}}

: networking. k8s. io/vlbetal
: Ingress

-
"

example—ingress
: production

m https://www.nginx.org.cn
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