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EITRE VS FLHE

TRADITIONAL SERVER NGINX WORKER
PROCESS 1 PROCESS2 PROCESS 3 PROCESS
] ]

TASK SWITCHES . PROCESSING REQUEST 1 PROCESSING REQUEST 2 PROCESSING REQUEST 3
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NGINX UNITZIFBRIZIES

» RIBERA
* Golang
* NodelS
» EERBBIEA
* Ruby
Python?2/3
* Java
* Php
* Perl
WebAssembly
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UnitSZiF09WebiEZR

« Python
« WSGI: Django, Flask, Bottle, Pyramid,

« ASG|: Django Channels, FastAPI Gwllotma Quart, Responder, Sanic,
Starlette,

« PHP
« CakePHP, Codelgniter, Laravel, Symfony, Yii

« Node.js
» EXpress,
* Ruby
« Ruby On Rails

* Perl
 Catalyst,
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https://www.djangoproject.com/
https://flask.palletsprojects.com/en/1.1.x/
https://bottlepy.org/docs/dev/
https://trypyramid.com/
https://channels.readthedocs.io/en/stable/
https://fastapi.tiangolo.com/
https://guillotina.readthedocs.io/en/latest/
https://pgjones.gitlab.io/quart/index.html
https://responder.kennethreitz.org/en/latest/
https://sanic.readthedocs.io/en/latest/
https://www.starlette.io/
https://cakephp.org/
https://codeigniter.com/
https://symfony.com/
https://symfony.com/
https://www.yiiframework.com/
https://expressjs.com/
https://rubyonrails.org/
https://www.catalystframework.org/
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https://unit.nginx.org/configuration/#configuration-mgmt

UNITSZ iSRS (ER S

« Amazon Linux, Amazon Linux 2
 CentOS 6, /7, 8

* Debian 9, 10

« Fedora 29, 30, 31, 32, 33

« RHEL 6, 7, 8

« Ubuntu 16.04, 18.04, 19.10, 20.04, 20.10
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UNITR Rz S5ELE

SIS EL
--no-damon
--Version
--control

--group
--Name

--log
--module
--pid
--state

« (FLEHIE
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pkill unitd

JSON API
over HTTP

{

Controller
process

Config ————>

Client
HTTP

{

Config
Main ]
process J
\.

4

Router process
(multiple threads)

[ Auxiliary thread ]

Worker thread

( Worker thread
|_ Worker thread j

Application 1
Processes

\ php

Application 2
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Main processes create application processes

Requests and
responses are
transferred via

shared memory

>y Processes
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N @ python
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Processes
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« git clone https://github.com/nginx/unit
y fﬁi%ﬁuﬂﬁﬁﬁﬁi’x#

« yum install gcc gce-c++ make -y

« yum install openssl-devel -y
« yum install pcre2-devel -y
. configure&#k
o« YRIFIEIN:
¢ --CC--cc-opt --ld-opt
« --0penssl
¢ IBITIEIN:
« --user--group
« --debug
¢ --NO-ipv6 --no-unix-sockets
« ERIEIN
« --prefix --binddir -sbindir --control -incdir --libdir --log --module --pid --state --tmp
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https://github.com/nginx/unit

Unit Zi5SHEIF

python: yum install python-devel -y

« configure python
php: yum install php-devel php-embedded -y
« configure php
go: yum install golang -y
« configure go
perl: yum install perl-devel perl-libs -y
« configure perl

ruby: yum install ruby-devel -y
« configure ruby

java: yum install java-1.8.0-openjdk-devel -y
« configure java

nodejs: yum install nodejs -y
« npm install -g node-gyp

WebAssembly: HWETEuniti#iZH

N



Python

Client

WSGI

request

response

Server

application_callable(
environ, start_response)

start_response(
status, headers, exc_info)

return
iterator

Application

S



PHP Webserver

Static Webpage Serve by Webserver

HTML File Request
= =

User

Webserver

:ou

File Server

>
<

Dynamic Webpage Serve by Webserver

PHP File Webserver

o Request —
=
[ < |eD
User Reply with

Processed PHP File

Processing at Server Side
PHP Engine

File Server

Database Server
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o TZmIE
. JRiFE
o L4
. R

Source code

Preprocessor

¢ expanded code

¢ assembly code

Assembler

Dth{;rl object ¢ object code Libraries
es

executable code
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Java
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Application
Client
Application Client Web Browser
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applicationshYif F %I

175 10 faid

NAMNRIEIES, BFEGo . Nodejs. java. perl. php. python. ruby, T ¥ RRZA,
type (WAIE) 15140

"type": "python 3", "type": "python 3.4", "type": "python 3.4.9rc1".

PRI ik, titimeoutd] IABR GG ANHTTPIE R IE BB BT 8), — B #8353 timeoutFh
limits M, M BFNREIHTTPEIR, MrequestsHBR FlunitiFFE IR B KR ANE, —B

B TrequestslE, HEMSER, MUERATRNRNFHESF M,

NAFENEE REANBHNRIESHEZEE BUAALY) W UEE DT

processes HRERHE, SiEmaxisERAHREHE, sparefs E&/NHREHE, HHFEL K Tspare
B, H1N#HEEIde_timeout#E BUNEITEKR, BES#uniti# iz X 7]
working_directory NE#HENTEE R, FIAAunitdi#FREM T EE %

NITRHEENREHF . IRRKRE, SEAREN--userfgEWHE (BUAR

User nobody) , = FZunitd BaBT--userfg 2B
group Suserskfid, fsEN AHBENFIERAA
environment ZBANANINETE

N



UNIT Pythonfid &

* type: python
« module: wsgigi&ZasgiPT £+
- callable: #ARBEIWSgI/asgibkIZL

« home: pythonfvirtual envEEHAIR IR AL

 path: pythonEHEIFKRE, ESR
« protocol: wsgigi#&asgi

e threads: Z12%

e thread_stack_size: £t A/N

u

f0%]sys.pathH



UNIT Javafic&

« type: java
« webapp: wart] B3 X4t EWebB RN EKZ
e classpath: jar8ZFKFZERIERE
» options: JVME‘.EJ?%%&
« threads: Z&#E20, FIAMEL
« thread_stack_size: Z&i2H% A/



UNIT PHPECE

- type: php
« root: .php>XHBIEER

options: EEpPhp.inific & XAV E 51k
» file: php.iniBVI&, BI40/etc/php.ini

index: Hscriptzkig5ZER, WRURLZE/, Mx[Elindex.html

« admin: REPHP_INL_SYSTEMEXNAFBIIES, flZdmemory_limit.

variables_order. expose_php3
o user: REPHP_INI_USERIEI\FFIVIE<, fIdddisplay_errors

targets: WMNRphprhBSFHAENN, PliET targetsEEEFH

script: $EEIBPTBEHTTPIEKBIPHP S

N

=

HpassESF

=



UNITIMER#5E

* type: external

« IRIZIES
 golang

« nodejs
« webassembly
« FCEIN
+ executable: AJHITXH, BEERE
o arguments: AIHITXHBIIETTEHA



UNIT rubySperliid&

* type: ruby
e script: RackfilZAsE&1E
e threads: £xi22#8, FAINEL
* type: perl
e script: PSGIFIZARRE
« threads: £xiZ2%, FAINEL
e thread_stack_size: £t A/N



cu r‘lﬁ/’/

-w "format" -m <seconds>

--trace -ascii <file> -0 <f|Ie>
POST POST encoded multipart formpost HEAD (ers too)
-d "string" --data-urlencode -F name=value -T <file>
-d @file "[name]=val" -F name= @ﬁle
-X "METHOD" -b <file> -¢ <file> -b "c=1; d=2" -A "string"
add/remove headers smaller data insecure HTTPS
-X <host:port> -H "name: value --resolve --compressed -k

-H "name:’ <host:port:addr>

follow redirects paraIIeI list options

-u user:passwd -L --libcurl <file> --help



curlfY s s <1%xIn

« -X: IBEHTTPA

e -d: FEHTTPIEREUE

- --data-binary: UZ#HFIXHEAHTTPIEKEE

e --unix-socket: EAZAH_ERunix socket

+ -limit-rate: [RETHEE, F1/F (AIERK/MEFE(L)
o« -H: EIIHTTPIERLE

o -|: BHHTTPIaRLE

e -l: $5ETLShRZS

« -G: L{/GETIEKRER-dRR K

N




(BB E 4T HTTP RESTFul API

« REXR: URI
« /config
 /listeners
« /applications
« /routes
« /upstreams
« /settings
« /access_log
« /certificates

 Body#g1\: JSON

« MethodA %
- GET: JREXECE
. PUT: FHEREHMISONSTR
« POST: EHEIEFRIISONELAH
- DELETE: MIBAFRSHHIISONITR

N



listenersiit&

* pass
« applications/xxx
« applications/PHPxxx/target
* routes
e upstreams

e tls
e certificates
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Routeig AT B PRYENF

e action

* pass. FAfhlisternersEMIpass
A 3EMapplications. EftBroutesztZ upstreams
. share R HIRET, 1510 B R BopikEindex.htm >
- IR[OIETagigal, HEILANSMTIME HEXS-SFILESIZE HEXS
« MIME Typesﬁ%%TEE/conﬁg/setUngs/http/stat|c/m|me typesizl|
« fallback: shareXX A2, BIHfallbackibi®, BILERE,
. proxy HT TP Y & BT
- HEITEE ?alﬁupstreams, A #Flocalhost

e return: X

 |ocation:

« match

O

S EABIHT TP

= ﬂfﬂ@ﬁ%?ﬂ%ﬁﬁ%ﬂiﬁﬁ, HEEEEMRURL

N



Routei#Hific 5 EYPCACFR N

e action

- match: BECFFELFIENILAS, 5. . EXFR
o |PHbAE:
 destination. source

- ZEXY

« arguments. cookies. headers
 host
 url
« method
« scheme: {XhttpaiEhttpsm-™ME

N



I5REHESUNITES

« arguments
e cookies

« destination
- headers
scheme
source

host
o JERKBLPAIHOSTLES, BN/ NEFE, BEFAES

method
e ERITRHGE, FITIGETTEPOST
° uri
- REFVEEMEBSBIURI, BELHMTIURIE D 2R

2021/5/18 m https://www.nginx.org.cn


https://tools.ietf.org/html/rfc3986#section-2.1

UNITEIE X FBVIEIE

- RETR

URL HEERJSONNENE T, HERISONDLERNFS

« GET: &1HJSONECE

« POST: MAIJSONEATRINFAIISONT R
« PUT: BE (BFHZE) JSONSIRBIE
« DELETE: MIFRJSONXTZR

. 2

BT\

« JSON


https://tools.ietf.org/html/rfc8259#section-5

settingsPRYHTTP:BHEIE

header_read_timeout: EXIAE30F)
o JFEVHTTPIERLIFN TR AR 8], HBEY/E1R[El1408581=205
. body_read_timeout: ZRIAE30F)
« SRPIRZBIES2RTCPIEIZIEEINEANEINE, B fEIRE4085E1Z05
« send_timeout: ZRIAE3I0F
« SRPIRENES2RTCPEIRENEANEIRBIEL, B EEREXHATCPIER
¢ idle_timeout: EXiA{E180F)
« KeepAliveKIEENR RN EL, HBIY/EIR[E408FEIRIEFH KA TCPERE
- max_body_size: ERIA{ESMB
« BRIHHTTPIEXREBANEAKE, BHEIR[EI41355170
- static: BREI{X&H&mine_typesf 5
- ERNBRSHIRIRSE, Bi¥mine_typesiBEX B IEGESS, REcontent-typeskE
« discard_unsafe_fields: ZXj\{Etrue
o trueRRHTTPAEMNEZIHFF . MEM-=, mfalsellZ3FRFCT230MMIATE & 753KE

N



https://tools.ietf.org/html/rfc7230#section-3.2

PKI
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22 sAER S b

CES
e

IEBELHIE (request

certificate issuance, CSR)

TFHITEA [

EREIES

h 4

Webfik 55 2%

A

@ OSIE
=] cert
'

(EL97]

SR
" omioil [ ’ ca
BIETEA o Wk
5 1y . i+
| I
CRLAR % % OCSPi o Bt ¥
A A
B
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=R BIER

Root ICA1 1

® OO

Root ICA1 c2

@ O O

Root ICAZ C3

Intermediate CA1 Intermediate CA2
Certification Paths ﬁ

Root CA

/s
S{‘rﬁ’r

%
&
&0

A, -
S (3
& e,

Certificate 1 Certificate 2 Certificate 3

2021/5/18



Lets Encrypt

9cfOb331 é

. Web Server | __—~— m —
. Admin Let’s KB

5_____§9f!w_a_re____ﬁ\@/ Encrypt

8303

Put |ed98 |at | 8303

ed9s

""""""""""""""""""""
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UNIT TLS/SSLEC&

. certificates

« bundle
« key
« chain
 subject/issuer
¢ common_name
* organization
« country
« alt_names
 state_or_province
« validity
* since
* until



certbot + UNIT

# ./configure --prefix=/home/unit/ --debug --openssl|

# certbot certonly --standalone -d unit.taochui.tech
# openssl asnlparse -i -in /etc/letsencrypt/live/unit.taohui.tech/fullchain.pem

# cat /etc/letsencrypt/li\(e/unit.taohui.tech/fuIlchain.Bem \ >
Jetc/letsencrypt/live/unit.taochui.tech/privkey.pem > bundle.pem

# curl -X PUT --data-binary @bundle.pem --unix-socket ../control.unit.sock
http://localhost/certificates/certbotl

# curl -X PUT --data-binary \ '{"pass": "applications/wsgi", "tIs": {"certificate": "certbot1"}}' --
unix-socket ../control.unit.sock 'http://localhost/config/listeners/*:9443'

N


http://localhost/certificates/certbot1

IRENGINX UNIT

m) > Unit)B{CRE R 1%

2021/5/18 m https://www.nginx.org.cn



Nginx5UnitBYih{E

ro Unit1

L PHP )

PHP files Database query
Static__
files
MySQL
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c: ok

namespaces d k
e Cgroup OC Qr
) ﬁﬁiﬂi?“a' Linux Kernel
« network 4 Storage b
* pid
uname [ Device Mapper ] [ Btrfs ] [ Aufs ]
mdmap/gldmap \ J
« container i N _ 2
« host Namespaces Networking
. size PID] MNT ] IPC] UTS ] NET ] [veth ] bridge ] iptables ]
rootfs N J \ y,
automount - N N
Cgroups Security
[cpu ] [cpuset ][mernory ] [device ] [Capabilily ] [SEIinux ][seocnrnp ]
2021/5/18 \ JAN )




Nginx Unit Road Map

 https://github.com/

unit

Updated 18 days ago

8 In Development

until released, updating as needed when
schedules or feature designs change.

Added by artemkoney

(D How to extract metrics o
unit#427 opened by daniel-blake

roadmap
() Metrics engine and APl
unit#384 opened by artemkonev .

() Asynchronous handling of goroutines ***
unit#457 opened by artemkonev o3

(© Internal operational metrics
unit#217 opened by vasekboch

enhancement

() How to apply changes to wsgi.py ? e
unit#17 opened by kdml

enhancement 33

(O How to apply changes from php.ini? ~ ***
unit#37 opened by oneumyvakin

5 Scheduled Next

[=] Here, issues to be implemented in the
nearest future are edited by the team for
completeness, structure, and uniformity.

Added by artemkonev
() Keepalive connections cache for

proxying
unit#463 openad by artemkonev

() Containerized apps
unit#383 opened by artemkonev

@ Request rewriting mechanism
unit#462 opened by artemkonev

() Environment variables manipulation
unit#411 opened by artemkonev

orgs/nginx/projects/1

43 To Do

=] All issues and pull requests labeled by  °*°
the team as "roadmap” or
"enhancement” appear here as-is,

without extra editing or review.

Added by artemkoney

@ Websockets in Ruby. Go. Perl, and PHP -+

: D
unit#385 opened by artemkonev )~

() Graceful upstream updates e
(connection draining)
unit-docs#32 opened by maxmalysh

(O Webassembly support? e

unit#494 opened by doctryhc

enhancement

@ Enable error_page 500/ 502 / 503 / s
504 in Unit;

unit#489 opened by Evgeniy-Bondarenko

enhancement

(D Response manipulation, e

enhancements to variables, and PHP
¢ CEDV/ED

24  Released

[=] All issues describing features that
eventually became generally available
end up here.

Added by artemkoney

(% PHP: AUTH server variables not
populated

unit#498 opened by dward

(B HTTP 424 Failed Dependency
unit#507 opened by robjr

(% Regular expressions in routing
unit#378 opened by artemkonev

(% Replacement for php-fpm's
fastcgi_finish_request
unit#219 opened by kirooshu

enhancement

(% ASGI support for Python
unit#461 opened by artemkonev

Filter cards

A
v o Fullscreen

2 Won't Do

(% Multithreading in PHP
unit#460 opened by artemkonev 0

(% Websocket support e

unit#125 opened by 5j26

enhancement

[EJ N BTN P

= M



UNITERS

unitd#iE
. %in‘é“ﬁiﬁ

° _jJ/I_J\-LD |: é%}_ﬁ

. golang: unit.nginx.org/gofE
« nodejs: unit-http/E

- CES5oI™BEENRREIEA
« WebAssembly: libunit.a
« java: java.unit.so

« tomcat- servlet api-9.0.39,jar tomcat-el-api-9.0.39. Jartomcat
558 gl -9.0.39. artomcat asper-9.0. 39J r tomcat-jasper-el-

3 Jartomcat juli-9.0.39. Jartom at-api-9.0. 396 r tomcat-
ut|l -scan-9.0.39.jar tomcat-util-9.0.39.ja req 3 23 6ar jetty-
util-9.4.33. v202 1020.jar jetty server— 33 20201020 jar etty—
http-9.4.33.v20201020. arclassgrap -4.8.90.jar

« python: python.unit.so python2.7
« php: php.unit.so php5

« perl: perl.unit.so

« ruby: ruby.unit.so



Uniti#iz5814

JSON API Client fm————————
over HTTP HTTP

{ l

[Controller

]
]
]
]
s ~ :
process | Config ?| Router process :
(multiple threads) )
]
Config [ Auxiliary thread ]
Processes

Worker thread @ python

L ( Worker thread ) ——
[ Main | [ Viorker thread ) \E\

process J

Application 1
Processes

\ php

Application 2

W
s

4

I
Requests and ! Application 3
responses are : Processes
|
|

transferred via
shared memory

g

Main processes create application processes

2021/5/18 m https://www.nginx.org.cn
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UNIT#IZR#ZI0RIE

BIhRF
« main: BIEFFHFIERHE
- controller: &Mf--control socketgE HY %
- router: Ya0fconfig/listerners B8 € BYiH
- WAAFE: KEMfrsocker pairim -
« UNIT#HIZ/IMEBHIZ

« B RAIE

» controller: REST jsonigsK

- router: HTTPiEK

e NWAHE: routeri B ZBIHTTPIE K

N



HE7E+socket pair: #iEiE:HER

Application

Router

Process Process

J

)
J

& Socket pair
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shared memory shared memory shared memory
(mapped) (mapped)

text text

Process P1 Process P2

Shared Memory

2021/5/18 m https://www.nginx.org.cn



Numeric Nailive Circular Queue

enQueue(22) enQueue(13) enQueue(-6)
Front

enQueue(14)
Front Rear

b

Rear
deQueue() deQueue() enQueue(9) enQueue(20) enQueue(3)

Front Front
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FHF' HTT Pi‘ 'E‘ﬁlialﬁi

e routeri#iz
o MTCPE#ZH#EZW. #EMNT. Match HTTPIEK
« BHTTPIBEXRES L EHEZRNEFIRFP
. 4%?&$Wfﬂlﬂmm%ju Z Ry A
MEHRIRS S, HANNCQRAGIH
. TJEIT uH}ZNNCQWIJEPEUHTTPﬂmﬁ
« BHTTPIORN FFE&IXEITCPEE £

applicationi#fz
« MNNCQPFAZIFIZEY IR E 2

o MEEsnbrp, @i, AMEBHTTPIEK

MCEPﬂﬁHETZIK%ZE’J HTTP[E]1E K%K

LN G, BHTTPIMRN & XL routeniHis
o FEHMELHTTPInLN ZEHZ RN{FHRAF
o BHERE BIEANNCQBAS!

N



JhaB#tEE (Go. NodelS) HREITMESE

Router process

Go application

Go application

—(0
sl

http.ListenAndServe(...)

unit.ListenAndServe(...)
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Ci#tE5PythonfUigialBtH AIF A

ﬁﬁzlﬂ IPython{tf3

YR TS, 1R BUFsys.pathFRFIFIE

S A Pythonfthdwsgi.py

tEapplicationF7x&
FNEHTTPIEK I ANZenviron
7F’]ljiﬁ_éHTTPIJHJ*E’]Start response T ETEANES
V@A applicationz7x, FHAIEHEIR[E|E
KIEHTTPILY & lroutel#j;
HEHE L T X MEFEARR

. Pythonﬁﬁlﬂ JC{RE
« BEK: FZIFHTTPAES RXH EIRETH A1x (PEP 3333WSGIFISE)
« TEIK: KB routeiHiz

N

OO.\'.@.U'.-&.W!\)'—‘




UNIT WebAssemblyBzhiniE

¢ UN|TJE|EjJi)iIﬁEEE
« DEEnxt_unit_initZEHK
« 1K EIFKBVEEK# request_handler
« HITnxt_unit_init(init)

« HFTNXt_unit_run(ctx)

« HITnxt_unit_done(ctx)



UNIT WebAssembly b IRiE R iHRIE

* nxt_unit_response_init/ =¥ LHT TP

 nxt_unit_response_add_field#RIMHTTPLE

. nxt_unit_response_add_contentiRIIHTTPEL{&

« nxt_unit_response_send &iXHTTPHj

N






