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WAF. Web Application Firewall

WEB A

USER REQUESTS
WEB APPLICATION

2021/5/18

“FLICATION FIREWALL

WEB TRAFFIC

WEB APPLICATION WEB APPLICATION
FIREWALL SERVER

[Identifies & blocks
malicious traffic
& requests|
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XSSk

 Cross Site Script
« R 5CSSER

M https://insecure-website.com/comment?message=<script src=https://evil-user.net/badscript.js></script>

o FEULRHANTN

(* Password )_‘ C? Sensitive data) <
< I
—

<
<$ Wire transfer) (O Mother’s maiden name)

2021/5/18




XSS3EE

U

° ligqﬂ: 2. User clicks the link 3. Browser sends the
>3 FF1 and it is executed in private data to the

° ﬁﬁ%ﬂ: the browser attacker

- DOMZE!

USER 1. Attacker sends ATTACKER
malicious link

2021/5/18 m https://www.nginx.org.cn



XSS filteridiE

Request
Text @
Mode
Document HTML Script o JavaScript
™| Initialization ™ Parser @ . Engine

i
Internet " M '
:Dncument URL JE? : Script Enntent:
v Post Data ode * Script URL !
'
Init Permits :
Creste Fitt #5355 Filter -
Pome URL Search params @

Senver

2021/5/18 m https://www.nginx.org.cn



CSRFIXH

» Cross Site Request Forgeryiuh R 15K {A15
- IRE: FEBRZRFEL R &RIXECookie

https://vulnerable-website.com/email/change?email=pwned@evil-user.net

>

([ZI Change email address)

Email
changed

2021/5/




Client Application Server
(Spring Security)

(Browser)

CSRFPA1H

+ BRI (1) GeT
- Referer CSRF token=yyy (hidden)
« TTEFNBEYToken
POST
“POST" (3) (csrF token=yyy)
will be
checked CSRF token=yyy (hidden)
[
“GET” will ( 5 ) GET
not be )
checked CSRF token=yyy (hidden)

2021/5/18 m Vltps://vvvvvv.nginx.org.cn :
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Generate
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CSRF token

3aK0HOATIECTER A1

IOCTYIUIEHHA Ha Tags:
FOCYAAPCTBEHHYIO H Kateropua 1
MpaE0OXpaHHTEMBHYEY

ermy0y

s (Create new account
» Bequest new password

© Ornagunk {} Crunu (&] Mpodgainep =

R s WH nexTop ?_ KoHcone

User login .
HOEEBIH TeCT CTAThHA

sl s Submitted by admin on Mon, 12/25/2017 - 18:11
TECTOBLIH MaTepHAT

Password * Tags:
KaTteropua 2

CeTs

Read more Login or register to post comments

m

Read more Login or register to post comments

-

H- ™ E &£ 00 x

L4 div.refjion.region-sidebar-first divEblock-user-login.block.block-user div.content form#user-login-form div > [ | Buiuncneno Bnokosan mogens Anumaumn
TARULYA

- - [
w<div class="form-item form-type-textfield form-item-name": PuneTp CTHNEW +
b ¢label for="edit-name"></label> INEMEHT { inline =

{input id="edit-name" class="form-text required” name="name" value="" size="15" maxlength="68" type="text" ¥
>¢/input> input, textarea { style.css:1222 |5

<fdive

b <div class="form-item form-type-password form-item-pass"><
b <div class="item-1list"><¢/div>

<input name="form_id"™ wvalue="user_login_block"™ type="hidde

£input name="anon_token" wvalue="ale-SHVgaDlj8JQKuRFVS4EuTEDCHM15H)JDRrVES8E" type="hidden"></inputs

b <div id="edit-actions" class="form-actions form-wrapper":<
<fdive

Sdive

<input name="form_build_id" wvalue="form-XgHPL®4A_ES9B3bBlbs+u_nDGd9cATacegbPDakgX3zI"™ type="hidden"></input:

n" =< inputs

Fdive

font-size: 8.92%9em;

H}
input {

P margin: Zpx 8;
P padding: 4px;

style.css:1218

h

i input, tewxtarea, select, a.button { style.css:126

font-family: "Lucida Grande™, "Lucida Sans Unicode",
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Pr it 2B &5

o JEITJSEE N iFrame

- HINX-Frame-OptionsskZP
« deny
* sameorigin
« allow-from

2021/5/18

{2 X-FRAME-OPTIONS Demo - Windows Internet Explorer

@ T v |

9y Favorites | 4@, ¥-FRAME-OPTIONS Demo

hackademix.net;

|| B 5| K| [ R

»

f'-}i - B 7] mmn v Page~ Safety~ Tools + ﬂv

X-FRAME-OPTIONS Demo

evil hackademix.net - SAMEORIGIN

noscript.net - SAMEORIGIN

~

‘:8/" This content cannot be displayed in a frame

To help protect the security of information you enter into
website, the publisher of this content does not allow it to
displayed in a frame.

What you can try:

® Open this content in a new window e
< >

evil hackademix.net - DENY

Hello, I'm a page from evil hackademix net with
X-FRAME-OPTIONS: SAMEORIGIN

~

‘:8/" This content cannot be displayed in a frame

To help protect the security of information you enter into
website, the publisher of this content does not allow it to
displayed in a frame.

What you can try:

® Open this content in a new window e

m https://www.nginx.org.cn



DDostEL RS BT

distributed denial-of-service attack
A= < i
- RRBFER
(3=
SYN Flood
NFRE
« POSTHEANHF
 Distributed HTTP flood
EHCIE
° yﬁrjﬂwEEJE““XSSIYfEﬁEIU
« IFMIReDOS

Name Host Network File E-Mail & | |WWW & Inter-
System Config Mgmt Transfer | |News Gopher active
o DNS RFC&22 | Telnet |
s BOOTP SNMP FTP ! MIME HTTP
. Com-
g: :uzring e T
= DHCP RMON TFTP IMAP Gopher
NFS | NNTE | IRC
Transport User Datagram Protocol Transmission Control Protocol
P (UDP) (TCP)
IP Support IP Routing
| IP NAT | Protocols Protocols
Internet Internet Protocol | IPSec | ICI"u'IIE:IIInCPH::\M-, RIP, OSPF,
(IP/IPv4, IPv6) GGP, HELLO,
- - IGRP, EIGRP,
Mobile Neighbor BGP, EGP
IP Discovery (ND)
Address Resolution Reverse Address Resolution
Protocol (ARP) Protocol (RARP)
Network Serial Line Interface | | Point-to-Point Protocol (LAN/WLAN/WAN
Interface Protocol (SLIP) (PPP) Hardware Drivers)




%, fFhE
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ecs
SL.B
EIP
CDN
waF

GA

IEERFIBE
ZeREBER

B —

FEA

DDoS&E A

fEREH
(EEP

AV S5 R

DDoSH¥

AnycastiEfE

P E Mt

DDoS&E/

HEAN
IFIE=
A SRk



slowlorist&EIZL

Normal HTTP Request - Response Connection

Slowloris DDoS Attack

(==

Complete HTTP Incomplete
Request - Response Cycle HTTP Requests

2021/5/18 m https://www.nginx.org.cn



CCIh

 Challenge Collapsar

. o® —A
\ Compromised Host o ¢\0

Botnet Controller

Compromised Host

2021/5/18 m https://www.nginx.org.cn
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) ReDOS

« Regular expression Denial of Service
« DFA(Deterministic Finite Automaton)#axe 4B FRIRZS B Eh#

« NFA(Nondeterministic Finite Automaton)3EME B RIS B ohil
« 5l Mat)+SILECF T BaaaabFE E #1716 K LD
« BIRfEEVIEN

. 7N AN R
(8"’) @ 5 1\;@}# a *@J g 1@)
e ([a-zA-Z]+)” = 1®+ TN et
* (alaa)* Nt/ a a
- (ala?)+ ]
- (fa

a){x} | forx>10



SQLH1=EF P \ZE

select * from user_options where user=@F P A\

where user='administrator'--

badguy';update users set password="letmein’

@

LOGIN

administrator

letmein

b Do

@

T

\

CREATE AN ACCOUNT

»8
0

select * from user_options where user='badguy’;update users
set password='letmein' where user='administrator’--

2021/5/18 m https://www.nginx.org.cn




SQL;FNIE

' UNION SELECT username, password FROM users--

SELECT name, description FROM products WHERE category
= 'Gifts' UNION SELECT username, password FROM users--

........................ <€
{ 4— Jk* All passwords>—

—C& All usernames) <

2021/5/18 m https://www.nginx.org.cn



Testing SQL ‘
Vulnerability | octing for Blind SQLi
v I
| www.example-university.com/page?id=9 or 1=1 t- -E
Webpage address Balancing
Checking blind SQLi with true condition Query |

Query:

‘ Select * from page where id=9"and 1=1 -- - |

2021/5/18 m https://www.nginx.org.cn



LREEN

« asp

« execute
* php

e eval
* aspx

« eval

« Java
« ScriptEngine.eval

¢« C/C++

* system

2021/5/18

CODE
INJECTION



XMLEAN

« XXE: XML External Entiy

T XML
= Q=

L

‘ /etc/passwd |(

Filesystem

2021/5/18 m https://www.nginx.org.cn



XXEX £ (DTDERS 5| HIMEREE)

<?xml version="1"?>

<IDOCTYPE stockCheck [ <IENTITY
xxe SYSTEM "file:///letc/passwd"> 1>
<stockCheck><productid> [3SCH
</productld></stockCheck

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh

A Ip:x:7:7:Ip:/var/spool/lpd:/bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
T — news:x:9:9:news:/var/spool/news:/bin/sh

. uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
(* sensitive dat‘D proxy:x:13:13:proxy:/binJbin/sh
\1 www-data:x:33:33:www-data:/var/www:/bin/sh

[ \\ backup:x:34:34:backup:ivar/backups:/bin/sh

2021/5/18 m https://www.nginx.org.cn



CRLF¥AN

- \r\nBY 53 PRATRE

HTTF/1.1 202 Found

Content-Type: text/plain

Location: /username=\r\n

Content-Type: text/html ‘r‘\n'r\n <-- CRLF two times will separate headers and HTML

<html><hl>hacked!</hl></html>

Content-Type: text/plain
Date: Thu, 13 Jun 2019 16:12:20 GMT

2021/5/18 m https://www.nginx.org.cn



CRLF;¥ A\Cookie

https://example.com/%0d%0aSet-Cookie%3A%20username%3D%3Cscript%3Ealert
(527hacked%27)53C52Fscripts3E

HTTP/1.1 200 OK
Location: profile \r\n

Set-Cookie: username=<script>alert('hacked')</script>

2021/5/18 m https://www.nginx.org.cn



HTTPIRRzZ3f 53

Request Response

“\

| Raw [ Raw | Headers | Hex

07
vi

GET HTTP/1.1 A | HTTP/1.0 307 Temporary Redirect
B ———————— r 2 Server: glass/1.0 Python/2.6.4
Upgrade-Insecure-Requests: | 3 Date: Thu, 20 Aug 2020 11:30:47 GMT
{ User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10 15 6) ( 382/ / : :
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.12

Safari/537.36

hed

Set-Cookie:crlfiniection=POCbyPreritPathakl

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, image/a
png,*/*;q=0.8,application/signed-exchange;v=bl;q=0.9

Accept-Encoding: gzip, deflate

2021/5/18 m https://www.nginx.org.cn
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» XIFRMELIR
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RESTS

SRR RN 2R

replicated

reusable

uniform interface

simple
visble


https://zh.wikipedia.org/wiki/%E8%A1%A8%E7%8E%B0%E5%B1%82%E7%8A%B6%E6%80%81%E8%BD%AC%E6%8D%A2

NginxAftaE SR EIEE Waf?

PN A TR

o |PHENEADIE
TCP/IPT N A TR

. TCPHREZEIE

- TCPERRESE
TLSTMN A IR

. ME. 7T, BHIir
HT TP fEMT

o URIZMNE

« HeaderibhIF

« BodyihiE
BE=FHTTP#&ER(Lua. JSIR

o 117 ERRNIESK IR IR

o MppZad IR

o AEIYEIRIR

2021/5/18

E_

N

HTTP Traffic
Sources

m https://www.nginx.org.cn

WAF

Web Application
Firewall

Destination
Server



= BFWafa) b IER) ER

INTERNET REQUESTS

Read Request Headers
SSL and SPDY decrypt encrypted traffic

(Apply keepalive management and
bandwidth shaping to all client traffic)

Identify
Configuration Block

Request matching and rewriting

Response Filters
gzip, SS1, headers,
image._filter, sub, etc__

Nt
Response Caching Health Checks and Retries

Upstream Services
HTTP, HTTPS, FastCGl, uWSGI, SCGI, memcached

33| ©2020 F5 NETWORKS

POST READ
SERVER REWRITE
FIND CONFIG

REWRITE
POST_REWRITE

PREACCESS
ACCESS
POST_ACCESS
PRECONTENT

CONTENT
LOG

realip

rewrite

rewrite

limt_conn, limit_req

auth_basic, access, auth_request

try files

index, autoindex, concat
access_log




NginxFEWaf

 Nginx CI&3R

« https://github.com/nbs-system/naxsi OWetch 235 | Trser 36k Yok 58
e Luat&EiR
« hitps://github.com/alexazhou/VeryNginx/  owsn n  frsw s wrx 30
« https://github.com/xsec-lab/x-waf Owach | 25 | ((Trow | a8 | [ Cror | 204
« https://github.com/unixhot/waf Owern | 3 | [ rom | a5 | [ W ron | 369
« https://github.com/titansec/OpenWAF Owach 58 frsar | 58 Wrok | 192

e https://git

nu

Dcom/loveShe“/ﬂgx lua \/\/af ® Watch 245 ¥7 Star | 3.2k % Fork 13k

2021/5/18

m https://www.nginx.org.cn


https://github.com/alexazhou/VeryNginx/
https://github.com/alexazhou/VeryNginx/
https://github.com/xsec-lab/x-waf
https://github.com/alexazhou/VeryNginx/
https://github.com/alexazhou/VeryNginx/
https://github.com/alexazhou/VeryNginx/

1R SI5R

* nginx.confi&%
« HTTPEX
« URL: Suri (locationltAZ) . Sargs (Sargs_)
« HEADER: Shttp_ (server_name5Host3kEFULED)

« BODY: Ef9{bEBILHED

- REILE
TR =

° TE
. if1 5<%
« CIRIR

 Luafthd



URI5locationfyPtED

. locationBYILER LAk

« 5B ULAD
o IEMFRATCILAC | i |
s SxBEIZRILED socne || h‘/\\r m\ |
} !
’ /2 l ’ /inﬁ\’\ /video
W




serverSEIEMN

o« 4155 ILAD

e Server_name
 ¥EHAULEC
« BIZBACTTULAC
* ):Qﬂxl%_@a LA
o [FNIFRATILAD

2021/5/18

PUZ%1E4% : nginx.blog.taohui.pub

14382

241 38 &

LRI

4R 1 2

m https://www.nginx-cn.net




rewrite {RIRH if I8S

Syntax: if (condition) { ... }
Default: —
Context: server, location

%1% condition AE, NHITKIESH
1S, BIREES HILRAI N



if IR SHFRHRIEI

01,
©
©

0060

NETSEATREERET N0, HiEfE
RBEESFITRME, (EH-2F -
FESIENFRIXPTES

C RNSEE, S

¢ RINETREUE,

1

IREXREIHE, (-
RERRETEHE, (ER-RE-

WEXH. BR.

EX

REEEATNIT, ([EA-xEkE!-x

N

A

R R, (B

-eof e



HTTP RGN

e chunk&1#F
 chunked_transfer_encoding on;

» content-lengthBRFEAY EL{F
« Ll boundarym FBEImultipartZ% 8 B 81K




Nginxi# ZHTTPE{FHNE R

- BNBT32 &%

- proxy_request_buffering on | off;

« REENTF
« client_body_max_size = client_body_buffer_size
« client_body_in_single_buffer
* Srequest_body

s REEUMETER%EA




ngx_http_form_input_module

. @iZ--without-http_form_input_moduleZZ &R
« JREEASCHE: https://github.com/calio/form-input-nginx-module
tFindk_http_modulet®RIR: ngx_devel_kit
« rewritefTERIREUAREE, EPOSTHMPUTIERHPFORMREART, BITEMnginxT=E

client_body_max_size#iJi5client_body_buffer_size—

N3E= Content-Type: application/x-www-form-urlencoded
curl localhost/form -X POST -d "filename=1.txt&filename=2.jpg&name=john"

1 .POST /form HTTP/1.1
User-Agent: curl/7.29.0
Host: localhost
Accept: */*
Content-Length: 39
Content-Type: application/x-www-form-urlencoded

filename=1.txt&filename=2. jpg&name=john


https://github.com/calio/form-input-nginx-module

CIERIZMERIFK

« Mngx_http_request_tHIREERER
« URLAZHEADERSLER
« ZEfkkey/valuesks
« headers_in
o RIBFTIM
* header_in
e uri_start
 args_start
« header_start

« BIIR

« request_body
« temp_file
« bufs
« buf



Lua

 https://www.lua.org/

s WETF19935F, —fzns. 55RERAFIES
« SXFFNIR[EIIR
« Lua + Nginx e
. _|_E . Fdang — C# Scala
N gl ne Clojure Ruby Java
« OpenResty |
Python Magik F# Haskel
« Kon g Dynamic <
Perl PHP C
VB JavaScript C++
WZak

2021/5/18 m https://www.nginx-cn.net

» Static


https://www.lua.org/

LualFs

Compatibility

« R

« {xFR/ S VI S—

-]
I

o
H ot op

lua-5.4.0 tar.gz API+ABI DLL/ so
2020-06-29, 342K .
md5: dbf155764e5d433fc55ae80ea/060b60 Overview

shal: 8cdbffada214a23d190d7c45f38c19518ae62e89

e | e Lo L Dugee
JIT ASM :

2021/5/18 m https://www.nginx-cn.net



OpenrestyBizt Tl

lualE S &R

$1¢%IXEJJ ?,JL

HTTP4EZS

STREAMAEZE

H 55 = J7tRik

ngx_http_lua_module
= ngx_stream_lua_module

nginx.confic &35<
fx A\LuafR1Di5%

LuafthL
ZhiluafChg

5Nginx2Z B gYSDK




Nginx+Lua¥J iSRRI IE

Nginx/2EhBTEIFn b IR

TLSIEBIAIE

1T H

£ RRHTTPIE R
(EERHT TP
AR Ex

IEEHITESE

Initialization Phase

Order of Lua Nginx Module Directives

‘ init_by lua* ‘

Y
‘ init_worker_by_lua* ‘

ssl_certificate_by_ lua* FYL[ Secure request? ]<—[

No

Y
>

Rewrite/Access Phase

| set_by_lua* ‘

3

‘ rewrite_by lua* ‘

v
‘ access_by lua* ‘

Request start

)

Y

content_by |ua*

Lua Upstream
}4—[ Content generated by ? ]p—b{

balancer_by lua*

! Other directive

Content Phase

LI header_filter_by lua® I‘

body_ﬁll:r_by_lua*
| |

Log Phase

‘ Iog_b‘;r_lua* ‘




Luat@ilE = i53K

* access_by_ lua _file
* ngx.var.BXZ&

* ngx.req get headers()
‘N xreﬁﬂIEWUEE@E

VHH@ﬁi
o HRESIEEEIBIR
« ngx.reg.read_body()
« lua_need_request_body on;
. TErewrite/access/content_by_luagiizWSEE IR
« BT
« JRENXER . ngx.reqg.get_body_file ()
- BETHF:
« FREXEUA
- T ngxvarrequest_body
« PREN: ngx.req.get_body_data () . ngx.req.get_post_args ()
« client_body_max_size = client_body_buffer_size
 ngx.req.socket()EXTCPEREF

e receivelZEX ALK

N



DDoS: iitiRsRIa=E

. BRI
- EEHIESTT
« lua_shared_dict
- BENSIT
« redis
* |ua-resty-core




RefererPh&ik

(1) Attacker sends request

GET / HTTB/1.1

Host: wictim.com

[ J
[ J
| | 2 Analytics system fetches attacker.com
[ J

GET / HTTB/1.1

attacker.com

victim.com

2021/5/18

m https://www.nginx.org.cn




TokenphiZi%

HEBRAERE e

$ 990990999 abcdefghfx XXX XEAXXAXX

token secret:
1. abcl23

)
o

token secret:
abc123

N
3
3
N
\.
N

Customer secret = abx

Server etime = now + 600
0

Ex.now @ 13701

URl =/pathno/ajpg

_upt = abcdefgh 1370000 l‘ URI =

3
\\.
lfalled status = 403
o ﬁ Client ﬁ v/ abcdefgh
ok: goto next Q
http://xxx.bo.upaiyun.com/path/to/a.;pg?_upt-amdefgh 37000060 -

2021/5/18 m https://www.nginx.org.cn
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)i

 YNEIEC SN AR A L2 1E?

o AR IR CCIE M R IRIHFE?

» limit_rate2 @ & o & A6l & 1X R ERY?
e limit_reqfAIE Fleacky bucketizHIQPSHI?
e limit connxeiIIZIﬂFE%'J - R IERER?

+ allow5deny2 WA EIPR. HBER?

o YN E T IR B R I F im?

N



ngx_http_referer_moduletZiR

Syntax: referer_hash_bucket_size size;

Default; referer hash _bucket size 64:

Context: server, location

Syntax: referer_hash_max_size size;

Default: referer_hash_max_size 2048:;

Context: server, location

Syntax: valid_referers none | blocked | server_names | string ...;
Default; —

Context: server, location



Sinvalid refererZT&

e Sinvalid_referer H=SBY, valid _referrers5Refererska

* none:. MEReferersks

 blocked: Referersk#Z1z1E, EARATFANENEE, BAT
e server_names: Referer{fE 5server_namefg<H1pyig 23 ILAD
- B8 BARRHIURL

e ~FTLRVIENIFRIAT




PAIER

- SIRER
« HTTPLE
« User-Agent: 135! 2W=ENER ]
« From: IRHEMCHRY = AN EEZRIHFEMEIE E
* Accept: MEERXIMPLLETIRZSEL R

WebHL2% A% P www, joes-hardwar e.com
. Referer: BETHEERWI@MUR e %I Lrobots.
« Robots exclusion protocol: vl I Bt "
http://www.robotstxt.org/orig.html W, BIRE R e
°* 10 botstxt y'fq:mg ¥ fFacetylene-torches.html ="
o« User-agent: mIFHELA128 A RUFUIR, ARRRIEIR S Sspeciate sacery g,
- Disallow: ZiEpEgEER TR ores bt
- Crawl-delay: HA)EIfRFDE

- Allow: #t8 Disallow 8% P = I
- Sitemap: EHILSHER URI

- EEER

2021/5/18 m https://www.nginx.org.cn


http://www.robotstxt.org/orig.html

Web{EZRER

« FREMHTTPAE A
e TRACE Expectation Failed

. S re q ues t_ me t h 0 d The expectation given in the Expect request-header field could not be met by this server
» Apache Expectifgif

 [RHlCookieiz= —
* http only

The client sent
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ngx_http_headers_moduleifiR

Syntax: add_header name value [always];
Default: —
Context: http, server, location, if in location

o XFLATImRLARDSKS
- 200, 201, 204, 206, 301, 302, 303, 304, 307, 308
« always: XIFRBMMAZAIIAE

- A EES:
* B mdrdhd

* add_header X-Frame-Options sameorigin always;
* PBHIFIEEBIES B D]
* add_header Access-Control-Allow-Origin a.b.c;

o BHIEXSSH ABRISHIA AN
* add_header X-XSS-Protection "1; mode=Dblock";

N




Al a2 RFICookie

. Set-Cookie B4
« Secure: XHEATLSMYE, A geCookieskZ L ixLA RS 2
HttpOnly: JSA8ExENCookie
SameSite=Strict: EiIfEKA=iER Cookie
Path=: (XXMM URLIEXRA S Cookie
Domain: X ZixpIMEN & B A #EmCookie
» proxy_cookie_flags (1.19.3)

* proxy_cookie_flags secure httponly;

Syntax: proxy_cookie_flags off | cookie [flag ...];
Default: proxy_cookie_flags off;

Context: http, server, location

N



FRIEREHRIR

BRIERZ RN E{EDR HTTPiELR

SYN

Ek 9,

Jworker
ACK )

epoll_wait

accept, D ECEREN
it

ngx_http_init_connectioni& & [2]1F 77
connection_pool_size: sk, epoll_ctl, FRhn#BAYERTE:
512

client_header_timeout: 60s

ngx_http_wait_request_handler 2>BZN7F, read

BEEMX

client_header_buffer_size:1k

N



RGBSR HTTP RIR

BEIURI

X

header

HRERNTH RS BpTheader

request_paqol_size:4k

DERAF

large_client_header buffers:4 8k

INTSHRRATIE KT

friRheader

DEXRAF

large client_header buffers:4 8k A 3 Ck e ot
% BRI E A =5

INTSHURBATIE KT

client_header_timeout: 60s

TR B AYhttpIs 3k
A-3E

#IAURI




RXFCCIE: 408#ERY

- (B E BT
e client body timeout ZRIAG0FD
« send timeout EXIA60FD

'EZ AEEH_.I- %

e client header timeout Z2XIA60F)

- auth delay FRIAANIOPE!

e http2 idle timeout ZAIA3DFH
e lingering time ERIA30FD

e lingering timeout EAIASFD
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http://nginx.org/en/docs/http/ngx_http_core_module.html#client_body_timeout
http://nginx.org/en/docs/http/ngx_http_core_module.html#send_timeout
http://nginx.org/en/docs/http/ngx_http_core_module.html#client_header_timeout
http://nginx.org/en/docs/http/ngx_http_core_module.html#client_header_timeout
http://nginx.org/en/docs/http/ngx_http_v2_module.html#http2_idle_timeout
http://nginx.org/en/docs/http/ngx_http_core_module.html#lingering_time
http://nginx.org/en/docs/http/ngx_http_core_module.html#lingering_timeout

BIxCCHiE: EHIRTE

* AFELE

« worker connections ZERIA512

e client header buffer size ZRIA1KB
large client header buffers 2£1A4*8KB
client body buffer size 2AIA16KB
request pool size ZEXIAAKB
connection pool size 2X1A512B
 HEEE R

e client max body size  EIA1MB
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http://nginx.org/en/docs/ngx_core_module.html#worker_connections
http://nginx.org/en/docs/http/ngx_http_core_module.html#client_header_buffer_size
http://nginx.org/en/docs/http/ngx_http_core_module.html#large_client_header_buffers
http://nginx.org/en/docs/http/ngx_http_core_module.html#client_body_buffer_size
http://nginx.org/en/docs/http/ngx_http_core_module.html#request_pool_size
http://nginx.org/en/docs/http/ngx_http_core_module.html#connection_pool_size
http://nginx.org/en/docs/http/ngx_http_core_module.html#client_max_body_size

AFite

S

ZAFit

e K 02

last last last
[— end end end #
iR ngx_pool_data_t
next next next 1
failed failed failed Y
max
=403 =4 4] current
L, L, chain
large M
B33z FEE o g ngx_pool_s
log
4 next - next next
2#HA
alloc alloc alloc
ngx_pool_large_s ) )
KipmE | KIRME KiRm
Y F{#MA
5
! handler handler handler
data / data [ data
ngx_pool_cleanup|s next =3 next next
EHIEM EFHIEM EFEM
Y HEBER IEBER IEBER




limit_ratefRiE: {1 1EE

e limit_rate}g$
e limit_rate after

« Slimit_rateT=
. setfES

« X-Accel-Limit-Rate_L ;53 Zp

Syntax:
Default:

Context:

Syntax:
Default:

Context:

Syntax:
Default:

Context:

limit_rate rate;
limit_rate O;

http, server, location, if in location

limit_rate after size;
limit_rate_after O;

http, server, location, if in location

set $variable value:

server, location, If



limit_ratefY T{EFRIE

o =t

» 7Engx_http_write_filter_moduleid i Ei&EiR 4
« TIECERIr/sEEr/m, B=LUUZEM NBAERZIX
« r->start_sec MNEWIEKRE

limit = (off_t) r->limit rate * (ngx_time() - r->start sec + 1)
- (c-»sent - r->1limit rate after);

if (limit <= 0) {
c->write->delayed = 1;
delay = (ngx msec t) (- limit * 1000 / r->1imit rate + 1);
ngx_add_timer(c->write, delay);
c->buffered |= NGX_HTTP_WRITE BUFFERED;

return NGX AGAIN;|
1
J
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limit_req5leaky bucket

« JEBIRIE
BB RE %
- BTEDbucketB = S| BustvFlow

SE N

« ;2170 bucketfV SR B 2345 a 7 8910
Bursty Data

3 Mbps

Leaky Bucke
01234567 8910

Fixed FI +
xed rlow Fixed Data
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limit_reqis<

 limit_req_zone
* Z0Ne
« LRUBYEAR

« O EREERTR

« limit_req
- IBINBBRE
« burst
« ZRIAO
« delay VS nodelay

(1)

Syntax:

Default;

Context:

Syntax:

Default;

Context:

limit_req zone=name [burst=number]
[nodelay | delay=number];

http, server, location

limit_req_zone key zone=name:size ra
te=rate [syn€];

http



SRV SHER

limit_req_zone $binary_remote_addr zone=ip:10m rate=5r/s;

server {
listen 80;
location / {
limit_req zone=ip burst=12 delay=8;
proxy_pass http://website;
}
}

S Burst without delayy \ Burst with delay to 5r/s /

2021 —> Allowed, no delay Delayed —> Rejected



limit_reqis<

« B P imiR [ 5 1R0G
e [imit_req_status
« X RETF KA MRS
* limit_reg_dry_run
R ICKHS
e limit_reqg_log_level

(2)

Syntax:
Default:

Context:

Syntax:
Default:

Context:

Syntax:
Default:

Context:

limit_req_dry_run on | off;
limit_reqg_dry_run off;

http, server, location

limit_req_status code;
limit_req_status 503;

http, server, location

limit_req_log_level info | notice | warn | error;
limit_req_log_level error;

http, server, location



limit_reqBYzoneTEZ K?

struct ngx_rbtree_node_s {
ngx_rbtree_key_t key;

_|_|.
* QI,E.“*X:I-T-',“\ ngx_rbtree_node_t  =left;
ngx_rbtree_node_t  *right;
* StateT" i ngx_rbtree_node_t  *parent;
R 56+key-]-§§ u_char color;
« Sbinary_remote_addr \ u_char data;
o IPv4: 47T |
. IPV6: 16=2% typedef struct {
u_char color;
u_char dummy;
u_short len;
ngx_queue_t queue;
ngx_msec_t last;
ngx_uint_t excess;
ngx_uint_t count;
u_char data[1];

m } ngx_http_limit_req_node_t;



limit_conn5R*

- HEATF

« FLRUAK

o FERERECH OB IA
- HTTP/25SPDY

. HTTPIERICETCPIES

Syntax:
Default:

Context:

Syntax:
Default:

Context:

limit_conn_zone key zone=name:size;

http

limit_conn zone number;

http, server, location



limit connig< (2)

« B P imiR[E]$51%A
* [imit_conn_status
« X REIGKA DR
e [imit_conn_dry_run
- 25IdRAE
« limit_conn_log_level

Syntax:
Default:

Context:

Syntax:
Default:

Context:

Syntax:
Default:

Context:

limit_conn_dry _run on | off;
limit_conn_dry_run off;

http, server, location

limit_conn_status code;
limit_conn_status 503;

http, server, location

limit_conn_log_level info | notice | warn | error;
limit_conn_log_level error;

http, server, location



limit connfJzone EEZ K?

TEMT R

. state'n m
o« 4+keyKE

« Sbinary_remote_addr
« IPv4: 4F T
- IPv6: 16F13

struct ngx_rbtree_node_s {
ngx_rbtree_key_t key;
ngx_rbtree_node_t  =left;
ngx_rbtree_node_t  *right;
ngx_rbtree_node_t  *parent;

u_char color;
u_char data;

3

typedef struct {
u_char color;
u_char len;
u_short conn;
u_char data[1];

} ngx_http_limit_conn_node_t;



accesst®iR: IPifin)i=H#l

o [ % [==] Syntax: allow address | CIDR | unix: | all;
. a“OW Default: —
Context: http, server, location, limit_except
By
deny Syntax: deny address | CIDR | unix: | all;
° —’?’EE*/% Default: —
. gatisfy Context: http, server, location, limit_except
Syntax: satisfy all | any;
Default: satisfy all;
Context: http, server, location



B J IR (i1 B eYinin) iz

» geofFIR: BETIPMIEL
* NEX_ http geo_module
- geoipt&EiR: EFMaxMind#HERE

* ngx_http_geoip module



tRIEE Pim Bt eiEFhZES : geo RIR

Syntax:  geo [$address] $variable { ... }
Default: —
Context: http

ngx_http_geo_module,
- BiAEE#ENginX,

11T - -without-http_geo_moduleZZ




tRIEE Pim Bt eiEFhZES : geo RIR

> INRgeoi5 LA ASaddress, HAARKIABEHSremote_addrZ E1E A IPHE
> || ARESIE: (EAKKEE
o BITIPHAE R FINERLEI TR, EXIPSEE, HIPHiASEREANFEEEAE
EHNZEE
« defaultis® 7 H I ESEEIERARILEC LAY, #ITEERIBANME
« Bidproxyis e E I EHE (S FrealipteiR) | I Afremote_addriy{E 4 X-
Forwarded-For3L 238 P & g — N IPHb 3k
e proxy_recursive 2 F{EIAHL LS &
include, o] L4
* deleteffifri5E M%

N



geo 1RIRZHI

geo $country {
default ZZ;
#include conf/geo.conf;
proxy 116.62.160.193;

127.0.0.0/24 US;
127.0.0.1/32 RU,;
10.1.0.0/16 RU;
192.168.1.0/24 UK;

mRR: LATFaSHiTa, T=countryfI(E

FBHAZL?  (proxyhHERisL)
> curl -H "X-Forwarded-For: 10.1.0.0,127.0.0.2"

geo.taohui.tech
» curl -H "X-Forwarded-For: 10.1.0.0,127.0.0.1"
geo.taohui.tech
» curl -H "X-Forwarded-For:
10.1.0.0,127.0.0.1,1.2.3.4" geo.taohui.tech




BFMaxMindEiiEEEMF Pimit i 3RAVIESE . geoiptRIR

> Z2EMaxMind EgeoipfICH % FE

( https://dev.maxmind.com/geoip/

REIPH AL BB

MEE
legacy/downloadable/ )

> ZRiENnginx it & --with-
http_geoip_moduleZ%g

> TEMaxMind 1 5y — pE ) Ho sk A

> {# FHgeoip_countrysf&geoip_city
}5< B & iFnginx.conf

> 517 (BFEFZRnginx)

ngx_http_geoip_module,
BAIA R gmiFanginx,
1817 --with-http_geoip_moduleZZ F

N



geoip_country I SEHRIEE

Syntax: geoip_country file; » $geoip_country_code
Default: — © BWPNFERNERA, LEIICNEZEUS

Context: http » $geoip_country_code3

=ANFRNERARD, LLMCHNSE
USA

Syntax: geoip_proxy address | CIDR,;
Default: —
Context:  http > $geoip_country_name

KA, Ba0“China”, “United States”.



il

geoip_city I SIRHRIZE

Syntax:  geoip_city file;
Default: —
Context:  http



«Q
z
S
| O,
<
i
&
Hi
s
&
i
o

$geoip_latitude: Z/E
$geoip_longitude: R E
$geoip_city_continent_code: B FEEKWBM, FIZIEUEEAS
5geoip_countryt 5 @£ N LT EEE
$geoip_city_country_code: WPFEHIERMAH, LLINCNEEUS
$geoip_city_country_code3: =PFHHIEZRAA, LEIACHNSEUSA
$geoip_city country name: EZEZFK, g0 China”, “United States”
$geoip_region: MEEERIAY, HI4n02
$geoip_region_name: M EBHIRZFR, FlulZhejiangsl 3 Saint Petersburg
$geoip city: i m A
$geoip_postal_code: HRZRS
$geoip_area_code: {XEEFAHMBEIAEXS, 140408
$geoip_dma_code: {NZEE{FAHDMALRS, 570807



AnginxiZBwafph AIEr9 L

) [ {ERwaffh AIFRI T BES %
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)i

» ffifbnginx waf, BILAMBFLESEAN
 YNEIEICIENI ILERE?

- YN{EIR A CPUERAE?

° EZ 123/1%5 UiﬁlﬂégTjJ‘l)(QD{j{T{%?

» R A RF S ECEE?
 WNEIPRR S HE RV IERERFE?

o ARl E AL Tiﬁalﬂm)ﬁ’




waf nginxtsE{iL it

- EBENginx L&Y
- IRFARNIERE
o« BRI
« wafRER TRRVI%BEL 1L
o A ENLARE
« IEFFCPUBRIERIRE
.« IR DI
« IBANEFEDERE
- JiDaccess.logHERIERIO
« TELBMREILIE
* %217/CDN

N



PCREFERIRY

* PCRE: Perl-compatible Regular Expressions
o jitAPEY4RIEIAN: justin time
- #mi¥configure
« IBESMIERELS . --with-pcre=
« FBTEYRIFIEIN: —~with-pcre-opt=OPTIONS
- FF/Bjit: --with-pcre-jit

. JEI Eb‘ It
Syntax: pcre_jit on | off;
Default: pcre_jit off;
Context: main



IgBworken#iZES

PHBRERSR: FIT5HT

EHENZITR A2 A—
OSIAERZHRIEFES
BRSNS

workeri# A TIEA R

JFBEZE
ZEE H

ERER BT [B]) Fr
FPHE, REH

n OHFPABE@ D iRARE _E T IOIHEEE

HiniTitE

( i

Syntax: worker_processes number | auto;
Default: | worker_processes 1;

Context: | main

Syntax: master_process on | off;

Default: | master_process on;

Context: | main




HrEworkerZIIgECPU

CPU
worker_cpu_affinity cpoumask ...;
Syntax: - .
worker_cpu_affinity auto [cpumask];
Default: | — —RER
Context: | man | [TTTToooooeees
—RETE
— R




FEh% VS HEEni

* Pidstat
e cswch/s: EEhj#e
* nvesweh/s: B8 5 /R

11:05:56 AM UID PID cswch/s nveswch/s- Command

11:05:57 AM 1000 2874 2.00 0.00- nginx

e ol B ———

Syntax: worker_priority number;
Default: | worker_priority O;

Context: | main



workeri#HiEla Sazk151E;

200000

150000

100000

Requests/sec

50000

Benchmarking reuseport

[ requestsisec =@~ latency (ms)

default

accept_mutex off

=8~ latency stdev (ms)

reuseport

60ms

45ms

30ms

15ms

0ms

Latency

SOCKET
LISTENER

—-

SOCKET
LISTENER

Y

94

WORKER

KERNEL

SOCKET
LISTENER

94

WORKER

SOCKET
LISTENER

Y

2

WORKER

2,

WORKER




Syntax: listen address[:port] [deferred];
Default: | listen *:80 | *:8000;
Context: |server

linux kernel 2.22 G

=

syns queue

(

bind()

- ,

Y

4 /procisys/netfipv4icp_max_syn_backlog

(_ connect() ) |
SYN_SENT [———_ 5"

( listen()l/’r( )

—_Jsww.rewo/ P
-, accept queue

-

/ —
ESTABLISHED | ‘ *‘j ESTABLISHED f 4 min(backiog,/proc/sys/net/corefsomaxconn)
: . 3 [ accept() )¢
( write() ) ) /
'ESTABLISHED » ESTABLISHED

read() )




HTTPICERE

(a) SBFTERE

Syntax: keepalive_requests number;
Default: | keepalive_requests 100;
Context: | http, server, location
(b) FFAEHE
) £ %1 # 52 %3 H# %54
Syntax: keepalive_requests number; e e e >
Default: keepalive_requests 100; s & S B B 2
Context: upstream ¥ &4 1F RF L
;' o o= . = -
g (ESB-T!’HI
% Fish




FHFhttptiny

@] B 3E A http/1 XY
Z s H
1EEL%£%55?ZIK
SERE

Layers

HTTPI/2

Application HTTPI]. 1

)

Transport TCP

Network

HTTP/3



MAEEARYIERE

Tranmitting Device Receiving Device
Syntax: postpone_output size; Sever Software ‘User Software
Default: | postpone_output 1460; Head&‘l@l@m f
Context: | http, server, location

n TCP+Data < Packet —on TCP+Data

- TCP+IP+Data Ll e—— Frame —> Q' /.\@ TCP+IP+Data

010110101001000010 +—— Bit ———» 010110101001000010

FCS: Frame Check Sequence



gzipIE4a

ThgE
B o R 4ahttp B4R, IR AR B ZHREE
PR

ngx_http_gzip_module, 1@I¥--without-http_gzip_moduleZZ F& ik

Syntax: gzip on | off;

Default: gzip off:;

Context: http, server, location, if in location




FE4aRES SR AIM R ?

Syntax: gzip_types mime-type ...;
Default: gzip_types text/html;
Context: http, server, location
Syntax: gzip_min_length length;
Default: gzip_min_length 20;
Context: http, server, location
Syntax: gzip_disable regex ..,
Default: —

Context: http, server, location
Syntax: gzip_http_version 1.0 | 1.1;
Default: gzip_http_version 1.1;
Context: http, server, location

N




= E4E L insAINm R

Svntax: gzip_proxied off | expired | no-cache | no-store | private | no_last_modified | no_etag |
Y ' auth | any ...;
Default: gzip_proxied off;
Context: http, server, location
« off
NEFER B LiFaym R
* expired
R N P& HExpiresSk#, BEETFNNESREENELLREHEASETF, NEEmWN
no-cache
1R _EiFm R &% “Cache-Control"3kE8, HH{E&H no-cache™d, NIEZEMAL
* no-store
gNR kN R &% “Cache-Control’ L33, B HE{ERH no-store™d, N E4EN R
private

R iR &% ‘Cache-Control" 3k 38, BHEEF private™d, NI EFa0mE
* no_last_modified

InR LR R F0%F “Last-Modified” SK&B, T & 4808 K7
* no_etag

R LMy HEE ETag” k&0, N E4EM6E N
MRE FimiEk R ERE “Authorization” S&B, N 45 m K7
E4FTE kB _LiFaIme

e auth

* any




HithE4a =2y

Syntax: gzip_comp_level level;
Default: gzip_comp_level 1;
Context: http, server, location
Syntax: gzip_buffers number size;
Default: gzip_buffers 32 4k|16 8k;
Context: http, server, location
Syntax: gzip_vary on | off;

Default: gzip_vary off;

Context: http, server, location




ARl

BRIER G

Z 5

* fs.fille-max

BR i F 7

* /etc/security/limits.conf

BR 1 2 F=E

BRIER GO ARy R KA EL
o FERfsfile-nrf UEEFEHBEDE. EFEMH. LR

fs.file-nr = 21632

nofile

0

40000500

Syntax: worker_rlimit_nofile number;
Default: —

Context: main

Syntax: worker_connections number;
Default: worker_connections 512;
Context: | events




BRI = IRETEN

Syntax: | proxy_connect_timeout time; ) St k55 %
Default: | proxy_connect_timeout 60s; SYN SENT [ISTEN
Context: | http, server, location \"N
Syntax: | proxy_connect_timeout time; \ SYN RCV
Default: | proxy_connect_timeout 60s; S
Context: | stream, server
ESTABLISHED

* SYN_SENT ACK+ (i R 5

* net.ipvd.tcp_syn_retries = 6 ESTARLISHED

- IHIENEEN, KSYNIERRE
* netipv4.ip_local_port_range = 1024 60999
© EEENNAIE AT AE

N



iRSSeRimiL I =IXiIETF

. net.co~re.netdev_max_backlog —
« BEBRBME. EREAZIPELIER X |
M@]H.ﬁ}g SYN9 4% 341
* net.ipvd.tcp_abort_on_overflow e RS
BB AR, HIRHSYNE R S -
RST, %jzﬂ\:—i%?%c 1. 24 ABAF
« SYN_RCVDJIRZS %*/ s g
* netipv4.tcp_max_syn backlog PN ! og
« SYN RCVDIABEEMNEANE SYN/ACKA% 43 11 -
* netipv4.tcp_synack_retries 2 26 A L .
© WERNENEER, &KSYN/ACKHIER X o e
5 = / -
+ ACCEPTAABIE AT @ p— |
* net.core.somaxconn B ’é
s RBRE KNbacklogfAF K E : (- backlog
P
Syntax: listen address[:port] [backlog=number] ,;1 3 1l flacceptiULIER AL T
Default: listen *:80 | *:8000; 5 4«/
Context: server

N



tcp_syncookies

recv SYN N+ACk E%;ﬁ%ﬁ

recv ACK wu
SYN Queue

: j accept()

Accept Queue

SYNBA%I5#. & Fcookie

recv SYN send SYN cookie

| m | ﬁ\
e Tiiese \
iJ

Accept Queue

e N RfEFIE

recv ACK
SYN Queue
J accept()

Accept Queue

* netipv4.tcp_syncookies = 1

HSYNBAF#E S, #FTEISYNARFEANT, HESH
cookieFF IASYN+ACKA R 75 SR B & i, EH
B &R, BRES#FRIEHR XA T cookie
EHREEE
T cookied AFESIS g, —r%’llﬂﬁﬁﬁﬁ’ﬁTCP
IRINEERR, oy ZEO. HEEF



TCP Fast Open

TCP Fast Open
(net.ipv4. tcp_fastopen)
* net.ipvai.tcp fastopen: R ETFOINEE Regular Fast Open
° O ;é I‘Z'.—J Client Server Client Server
1 Req

« 1. EAEPmE ] UEATFO "Rea 7
« 2. fEARRSG RO UEATFO |
30 ERMEARFHEZRER, WIMNFEHATFO  *™7

2xR1T<

Syntax: listen address[.port] [fastopen=number]; : :
Default; listen *:80 | *:8000; \ 's 5
| olbis 7 Ymcmkiemnp GET
Context: server —
swvﬁc‘“o

* fastopen=number
o AT EIRASYNIE, RAIRKAKE,
FEETFOEZAIINERKE




TCPj

HE RIS

AR 554

1 BB TS 1-528F A receivelh 7

3 %TQ?E@{S 2-53%F A receiveiA 5|
2 FF R FFR53-54, $fi A out_of order

Syntax: | client_body_timeout time;

Default: | client_body_timeout 60s;

Context: | http, server, location

Syntax: proxy_read_timeout time; |
Default: proxy_read_timeout 60s; R
Context: | http, server, location |
Syntax: proxy_timeout timeout;

Default: | proxy_timeout 10m;

Context: | stream, server
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TCPiH

BRI&EERY

Syntax: | send_timeout time;
Default: | send_timeout 60s;

Context: | http, server, location
Syntax: proxy_send_timeout time;
Default: proxy_send_timeout 60s;
Context: | http, server, location

i &
linux 4 %
/%%Zii%/zﬁ‘iﬁ i A
i -—// v
3 B BN - ///
| PN // nginx
Mssral1 4 S EIPIA% T o
7/
7 S BN A
T'aifﬂ? s
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g /
B MS S 7341 K ik /
/ 1 Vi send K%

8 tcp_push
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TCPEEMEX

* netipvé.tcp_rmem = 4096 87380 6291456

- EEFHR/ME. BUME. BRKXE, £AFT, Z&ZEnet.core.rmem_max
* netipvéd.tcp_wmem = 4096 16384 4194304

- BiEfFs/ME. BUME. &KXE, BEAFT, FEFEnet.core.wmem_max
* netipvd.tcp_mem = 1541646 2055528 3083292

s RAELAFEN. BIENERARE. &XKE, BAATINEE
* net.ipv4.tcp_moderate_rcvbuf = 1

- FEEMBABREFERR

BDPiy i I 2 A5

listen address[:port] [rcvbuf=size]
[sndbuf=size];

Default: | listen *:80 | »:8000;
Context: |server

Syntax: BRI

s




IBAEMSELL: Nagle 5 Cork -

* Nagle&E% 1= [alo
« BHE—NEEFRINGFERE/NMEX e algls
s BRERFE—IINRX
« EFEZMNIMRX—ERIE
- REWRAHEER,
- HMEM%: BFNagleEk, tcp nodelay off
o {EBTZEMLSE: ZFNagle& %k, tcp _nodelay on

ALK

Syntax: tcp_nodelay on | off; a. i

Default: tcp_nodelay on; -

Context: http, server, location ; ack

Syntax: tcp_nopush on | off;

Default; tcp_nopush off;

Context: | http, server, location
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TCP Slow Start



Al S X R B ZE 5

--1979 Leonard Kleinrock

- ETEEHNRAEEFIFEE
- SHNE, XEFE
- [BENEFEERE, HEES
* net.ipv4.tcp_congestion_control=bbr
s Hid % (IEFEMEZE/N)
* H_jYFﬁ‘zu
« Bx/\BYE
« RIREEXR
 RTprop 5 BtIBw JHirZ{k
s FINRE—R LI ERIIZE

N

FIGURE 1: DELIVERY RATE AND ROUND-TRIP TIME VS. INFLIGHT
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TCPRIKeep-AlivelJgE

LinuxBYtcp keepalive
ZIFEKE R
Linux: net.ipv4.tcp_keepalive_time = 7200
TN B A& (8] b
net.ipv4.tcp_keepalive_intvl = 75
BN B2 i K 2
net.ipv4.tcp_keepalive_probes = 9

NginxfyTcp keepalive
so_keepalive=30m::10
keepidle, keepintvl, keepcnt

| 2 I\BS | 75 | 75 | 75 | 75 | 75 | 75 | 75 | 75 | 75
| (BN | | v U2 Uk
T 0 150 225 300 375 450 525 600 675
A A
NEE R A AN UM AR U WU A AN
] 2 3 4 5 6 7 8 9 ¢

tcp _drop()

N



TCPEERIXH]

W =him

CLOSE WAIT/[ji

© N AR
LAST ACK,U@U

© FRHEREHKRARRIERG LK

L B B ) ]z Xof i 5K ) 22

SFFINBJACKIR XX

* F i

fin wait IRZS

* net.ipvd.tcp_orphan_retries = 0

o RIXFINFRXHIEIR>

fin_ wait2 R Zs

* net.ipv4.tcp_fin_timeout = 60
o (REBFEFIN WAIT 2IRZSB9RT /8]

time waitk7S

N

XEL, OfHY T8

BEE=IKIETF

bfr B 4% DY IR E T

Client

SYN_SENT
( connect() )

ESTABLISHED

FIN_WAIT_1
(close())

FIN_WAIT_2
TIME_WAIT

SYN Seq:x
acK=x*1
SYN sed=Y:

Seq=
q X+1ACK=y+1
ACK x +2

Server

LISTEN
(listen())

SYN_RCVD

ESTABLISHED

(read())

CLOSE_WAIT

LAST_ACK
(close())



TIME WAITHiAL
tcp_tw reuse

ESTABLISHED

FIN } FIN-WAIT-1
w
MSL(Maximum Segment Lifetime) XM”T\( TIME-WAIT

¢ RXBALTFRE (shortened)
HFFOMSLET KA TIME-WAITIRY  » VT
c RIEED—KBXMERAER  LAST-ACK N
i N EAR R A ‘#fﬁﬂﬁfffff”’
net.ipv4.tcp_tw_reuse = 1 w
* netipv4.tcp_timestamps = 1 SYN-SENT

net.ipv4.tcp_tw_recycle = 0 RST

netipv4d.tcp_max_tw_buckets= ... R "//

ESTABLISHED
v
=
=S
m
-~
ESTABLISHED



lingeringKAERE

Syntax: lingering_close off | on | always;
Default: lingering_close on;

Context: http, server, location

Syntax: lingering_time time;

Default: lingering_time 30s;

Context: http, server, location

Syntax: lingering_timeout time;

Default: lingering_timeout 5s;

Context: http, server, location

off: KATNEE

on: AANginxF &, HHFPIBERRERSE
(FR#Echunks & Content-Length3L &8 5F)
FERATEE, &R XAER
always: L& /3 IR

L e AR, BACEERUAE AR
BNRHK, ABIRTHXER.

LI B AR, lE i SRR
BEA, mENERREEERA, N

2
_LZlJaéPH %



VARSTIVEIE =M/ RIEF KA &R

L, SEEESEMEILERXAN, B RIXRST 2R
WO, WEEHRRANE

Syntax: reset_timedout_connection on | off;

Default; reset timedout_connection off;

Context: | http, server, location




VRO

¢ ﬁtﬂﬁ'\é’gﬂy\ THREAD POOL

° Sendﬂle%‘?%lﬂ S S i ‘

. 7. SSDRL e (OO 8
* ;)EJZ,//I\—IEJI]\ WORKER PROCESS - ; | ] ] CO ‘

Ao e | 0N -

« #8KXerror_logZk 7l Q Mottt atet

* X [flaccess_log

* [£48access_log O O O

« 26 B Bproxy buffering?
* syslogBAHIO
« ZFEththread pool




accessHES AL

Syntax: access_log path [format [buffer=size] [gzip[=level]] [flush=time] [if=condition]];
Default: access_log logs/access.log combined;
Context: http, server, location, if in location, limit_except

syslog M Z& s :

HERT

HEADER _ MSG
Facility | Severity TIME EHEZ (Zp)

Nov 03 2003 21:27:27

1

pix-f: || %PIX-5-111008:

User ‘enable_15' Executed the
‘Configure Term’ Command.

Timestamp

Default- No Timestamp

Default Timestamp -
Nov 03 2003 21:27:27

EMBLEM Timestamp -

‘Nov 03 21:27:27 EST: | Code Level
(%PIX) (1=7)
Device-id:

* None (default)

* Hostname (e.g., pix-f)
« Context (e.g., admin)

Message Text
-[8]-

Facility Severity Message

Number
(6 digits)

« |P Address (e.g., 192.168.200.5)
« Text String (e.qg., MyFavoritePIX)




tcmalloc

BRI F D RS
- FA8E 158 Fglibe
o FEALFEHEHE, MeEdir
« BIORFER
- EKEE/NRKITE
« 256KB. 1MB

Maps » CPU-second

Max allocation

size &4 hytes

T T T
TEMalloc —+—

PTHalloc

# Threads

=]



{EFgperftoolsiEAnginx[EgEIa) &R

« gperftools/E:
* https://github.com/gperftools/gperftools/releases

© HERRER
© XA

* pprof --text
- BEERT:

* pprof --pdf
« {Kk#igraphviz
© REL
* https://qgithub.com/libunwind/libunwind/releases
.« FRIR:
* ngx_google_perftoos_module, 1#id--with-google perftools_module/3 A
Syntax: google_perftools_profiles 7/e;
Default: —
Context: main

N


https://github.com/gperftools/gperftools/releases
https://github.com/libunwind/libunwind/releases

flame graph

. perf
* perf record -F 99 -p ##=£PID -g --call-graph dwarf

« FEHAASCIIE T

e perf script > out.perf

e https://github.com/brendangregg/FlameGraph.git
o FIREIEIRTC

* FlameGraph/stackcollapse-perf.pl out.perf > out.folded
« FRREE

* FlameGraph/flamegraph.pl out.folded > out.svg

2021/5/18 m https://www.nginx.org.cn


https://github.com/brendangregg/FlameGraph.git

stub statustfRIRAILEI=IR

Active connections: 1
server accepts handled requests

2511 2511 4764
Reading: 0 Writing: 1 Waiting: O

* Active connections
« BRI PunSNginx[B|AITCPE %L, FT THEReading. Writing. Waiting&tE =
* accepts
« BNginx/3zhie, 5% imErid a2l
* handled
« BNginxBahie, EBITHE P imiERE 28, RXE@Hworker_connectionsft &, 1Z{E Sacceptst[E]
* requests
« BNginxEBmie, MIBEINEFIRIEKRESE. BTHFEAEHTTP Keep-Aliveig >k, #requests{iE< K Thandled{&

+ Reading

o EAEFEERHTTPIERLAMAERE 2
* Writing

o IEFAEEE P um &N R Y E R S A
« Waiting

YR NHHTTP Keep-AliveiE iz 22






